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ABSTRACT

Introduction: The article addresses the current digital context in which the adolescent develops, characterized by flexibility, immediacy, as well as by a series of risks in the use of social networks. This is an environment of vulnerability that demands an educational response. Therefore, the aim of this article is to promote cyberprudence and digital resilience in the youth population, identified as two essential pillars to form a mature personality and good character. In addition, we offer several guidelines for their education in the family environment. Method: This is a theoretical review of both concepts, based on the most relevant and recent literature on the subject. Results and discussion: We highlight cyberprudence as an element that contributes to the responsible use of the Internet and social networks. Among the family educational strategies that promote this virtue, self-regulation of learning and the development of intellectual and volitional habits in young people are proposed. On the other hand, digital resilience favors strength in the face of the risks presented on the network. One way to work on it is through emotional self-regulation. It is concluded that both virtues can promote a good character and a mature personality, although a responsible use of social networks and the Internet requires a more complete proposal that contemplates the development of other aspects such as strength and resilience.
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RESUMEN

Introducción: el artículo aborda el contexto digital actual en el que se desenvuelve el adolescente, caracterizado por la flexibilidad, la inmediatez, así como por una serie de riesgos en el uso de las redes sociales. Se trata de un entorno de vulnerabilidad que demanda una respuesta educativa. Por ello, el objetivo de este artículo es promover la ciberprudencia y la resiliencia digital en la población juvenil, señaladas como dos pilares esenciales para formar una personalidad madura y un buen carácter. Además, se ofrecen una serie de pautas para su educación en el ámbito familiar. Método: se trata de una revisión de carácter teórico de ambos conceptos, fundamentada en la literatura existente más relevante y reciente sobre el tema. Resultados y discusión: se destaca la ciberprudencia como un elemento que contribuye al uso responsable de Internet y de las redes sociales. Entre las estrategias familiares educativas que promueven esta virtud se propone la autorregulación del aprendizaje y el desarrollo de hábitos intelectuales y volitivos en el joven. Por su parte, la resiliencia digital favorece la fortaleza ante los riesgos que se presentan en la red. Una manera de trabajarla es a través de la autorregulación emocional. Se concluye que ambas virtudes pueden promover un buen carácter y una personalidad madura, si bien un uso responsable de las redes sociales e Internet requiere de una propuesta más completa que contemple el desarrollo de otros aspectos tales como la fortaleza o la templanza en los adolescentes.

Palabras clave: adolescencia; educación familiar; educación moral; redes sociales; resiliencia.

1. INTRODUCTION

For several years now, the academic literature has been discussing the role of cyber-prudence and digital resilience as two competencies to teach for young people to learn how to face the challenges of the virtual world (Polizzi, 2021; Lee and Hancock, 2023; Pan et al., 2024; Qi and Yang, 2024; Harrison et al., 2024). This article starts with two key aspects: the condition of vulnerability, a characteristic of adolescence, and the importance of family involvement in the task of educating young people in fostering a mature personality (Napa et al., 2018) in their use of Internet. The vulnerability typically associated with teenagers refers to both physical and emotional changes that adolescents undergo as well as to their propensity to risky behavior patterns that can have long-lasting consequences from a social point of view. The result points to a need to educate adolescents in making good use of digital media by means of these two-character strengths.

From the sociological point of view, adolescence is characterized as being a critical stage in which teenagers are exposed to conditions of vulnerability, especially with regard to experiences that seem to offer safety in the process of change they are undergoing, be it by consuming alcohol or drugs, belonging to gangs, or exhibiting episodes of violence (Hernández and Ibáñez, 2017). These authors suggest that Bauman’s liquid societies metaphor (2003) and Dubet (2006)’s thesis on the decline of host institutions such as the Church and the family, among others, have underscored the importance of addressing the needs of the adolescent population in this context. Moreover, the COVID-19 pandemic and the subsequent rise in online activity have only increased the minors’ vulnerability conditions regarding the risks of Internet (Brossard et al., 2021).

Romero-Pérez and Pereira-Domínguez (2011) consider that, in a society that puts vulnerable people at risk, self-care becomes a fundamental precondition for caring for others. Furthermore, they add that self-care in a modern liquid society is not so much about normative or ethical criteria as it is about attending to the body and picking up skills and abilities on the emotional plane in order to lead a wholesome life. In this way, they underscore the suitability of promoting stable dispositions of character that let young people operate morally, that foster suitable self-care, and therefore, care of the other, in virtual spaces. This is why great importance is given to developing a mature character based on the drive of specific virtues in digital space, chief among which are cyber-prudence and digital resilience.

During adolescence it is fundamental to have guidance from the people closest to the teen, especially the family, to reduce the fragility inherent at that life stage. When this accompaniment is missing, the young people may be put at a psychosocial risk that jeopardizes healthy development of their personality. It becomes essential to teach adolescents a set of strategies for emotional regulation that enable them to face different situations of risk (Melendres, 2022).

More recently, the social distancing during the pandemic had consequences on how we relate to others. This affected adolescents, who were particularly vulnerable. As noted in UNICEF (2022)’s report on the worldwide state of childhood, the pandemic made it clearer than ever that the mental health of children and teens, so gravely affected at that time, needs close care. One of the clearest consequences of the pandemic was the exponential use of the net. Carpio et al. (2021) pointed out the increased number of hours spent on using internet and mobile phones, noting that before the pandemic more than 50 % used it for fewer than 3 hours, while afterward, 45 % said they used in more than 6 hours a day. Of particular interest are the data on young people. The study found a significant increase in the number of students who use their mobile phone more than 6 hours a day, going from 21.3 % to 35.3 %.

Beyond any doubt, young people can enjoy the numerous opportunities presented by the internet. In adolescents, the socializing process today is characterized by technology and social media, which have become a context of socialization and a way for them to relate to others (Del Prete and Redon, 2020). The social media constitute a space for interacting with other young people who come to satisfy their yearning for belonging to a group (Suárez-Álvarez et al., 2020).

Aside from the positive aspects, adolescents may also encounter a number of potential risks in virtual space, such as cyber-bullying and grooming, which prey on the teens’ aforementioned vulnerability. Thus, the latest report from the World Health Organization (WHO) (Cosma et al., 2024) warns of the increase in cases of cyber-bullying among young people throughout Europe, and points out that nearly 15 % of adolescents aged 11, 13, and 15 have suffered some such episode in the last month. In the case of victims who are minors, the report notes that the percentage has increased from 12 to 15 % among boys, and 13 to 16 % among girls. There has also been an increase in the number of young people who exhibit this type of behavior: from 12 to 14 % in boys and from 7 to 9 % in girls.

Among the most extreme downsides of cyberspace are self-harm and suicide. In this regard, several studies point out the relationship between cyber-bullying and a greater risk of suicidal thoughts and behaviors (Baiden and Tadeo, 2020). This relationship is found in the execution (Benatov et al., 2022) as well as in the victimization of cyberspace (Fekih-Romdhane et al., 2024). The first study on school harassment and cyberspace in Spain in childhood and adolescence (Díaz-Aguado et al., 2023), done by the Fundación ColaCao and the Universidad Complutense de Madrid, finds that 25 % of the young people who admit to bullying or harassing classmates by means of the social media have attempted suicide (versus 16.8 % of the cases of traditional harassment) and nearly 3 out of 10 victims of cyber-bullying have self-harmed in the last two months. For its part, The Fundación ANAR (2022)’s Study on Suicidal Behavior and Mental Health in Childhood and Adolescence in Spain (2012-2022) found that technologies were increasingly involved in the suicide attempts (up from 33.5 % to 51.5 %) from 2019 to 2022.

Another challenge facing young people involves the development of Artificial Intelligence (AI). Not only does AI pose a challenge to truth, as is the case with deepfakes--manipulated videos where a user uses AI to replace one person’s face for another’s (Cerdán and Padilla, 2019), it can also constitute a type of online cyber-violence or harassment.

In light of this situation, there is some consensus, even at the political level, for protecting children and young adults from the risks of internet. Recently, the Government of Spain proposed a bill on comprehensive protection of minors on internet (Ministerio de la Presidencia, Justicia y Relaciones con las Cortes, 2024a). Thus, the Spanish Data Protection Agency and the Spanish National Mint are working on a pilot age verification program to restrict access to some particular websites with adult content (Ministerio de la Presidencia, Justicia y Relaciones con las Cortes, 2024b). In January 2024 the National School Board approved a proposal to prohibit the use of mobile phones in primary school and limit their use to pedagogical or medical aims in secondary education (Torres, 2024).

On the family plane, there are parental movements that are attempting to limit their children’s use of digital devices, especially smartphones. One of the most significant examples is the movement called “Mobile-free Adolescence,” which advocates postponing when children make first use of smartphones and proposing balanced, thoughtful use of technology (Pantallas Amigas, 2023).

As can be seen, there is a common concern over regulating the use of digital technologies, particularly mobile phones. However, while acknowledging the fundamental role these initiatives play on both the political and popular level, it is not enough to merely regulate these devices; instead, a genuinely mature use by adolescents in needed in this regard (Napa et al., 2018). Fuentes and Valero (2023) note that navigating through digital space requires technical know-how, but also and equally importantly, it requires having qualities such as critical thinking, taking care of privacy, and user responsibility.

Indeed, solid educational reference points must be taught in order to guide this new adolescent paradigm, because the quicksand that seems to be holding up the liquid generations (Bauman and Leoncini, 2018) may otherwise produce uncertainty, disorientation, and existential emptiness. Furthermore, beyond digital literacy, online space demands support from an ethical umbrella cable to provide criteria on its limitations and possibilities (Alonso Rodríguez, 2024). In this context, as Martínez-Priego (2018) has it, a mature personality grounded on virtues is the pillar that makes it possible to keep swimming with the tools needed in the liquid society mentioned earlier.

The main contribution this paper makes is to provide guidelines to families to help adolescents develop character strengths in digital environments, specifically cyber-prudence and digital resilience, as a way to foster a mature character geared to promoting digital citizenry. On one hand, organizations such as UNICEF and EU Kids Online have highlighted the need to teach families and teacher alike in the risks and consequences of unsuitable use of the net (Rial, 2021). On the other, more studies have been appearing in recent years calling for developing these character strengths in digital space, one of which is cyber-prudence (Harrison, 2014, 2016a; 2016b; Kristjánsson, 2020; Polizzi, 2021). Cyber-prudence, which may be defined as the ability to act properly in online contexts, would allow young people to develop critical thinking on the use of digital technology (Harrison, 2016a).

Similarly, teaching about cyberspace needs to be joined with two other traits that, along with empathy and cyber-prudence, make up mature personality (Martínez-Priego, 2018). One is delayed gratification and the other is resilience. Being able to delay gratification of one’s actions is essential to developing a tolerance to frustration since it entails going beyond satisfying simple or immediate pleasures (Millán-Ghisleri and Caro, 2022). As regards the second trait, the challenges of the virtual environment has highlighted the concept of digital resilience as a protection factor against negative experiences in the online world. In that regard, a number of studies on resilience in adolescents have appeared in recent years (Pan et al., 2024; Qi and Yang, 2024) and the need to explore the importance of digital resilience instead of focusing on merely restricting the young people’s online activities (Livingstone et al., 2017).

Considering the above and taking into account the scarcity of research into this perspective, this paper will analyze how to foster good character in the adolescent population in the digital age so as to strengthen their personal growth. If young people are taught to develop virtues in online space (Harrison, 2014, 2016b), among which are cyber-prudence (Harrison, 2016a; Polizzi, 2021) and digital resilience (Pan et al., 2024; Qi and Yang, 2024), it will foster stable dispositions of character that will enable them to act morally. To that end, a number of educational guidelines aimed at the family will be presented here.

2. CYBER-PRUDENCE IN ADOLESCENTS’ USE OF INTERNET

A great many voices are calling for teaching strategies geared to the virtual world. This has only increased since the coronavirus pandemic. Mastery of the technical skills for using a virtual device, must nonetheless be underpinned by a practical knowledge on the suitability of using it or not. As Salinas (2022) points out, like all human activities, online activity also needs an ethical substrate to hold it up. Harrison (2014, 2016a, and 2016b) and Vallor (2010, 2012) are perhaps the two authors who most have examined the connection between virtue and digital media. For their part, Fuentes and Valero (2023) conclude that virtue is universal and can be applied to any context, including the digital one.

Hernández-Rubio (2021) notes that use of social media has consequences on a moral nature on its users. One of the fundamental elements of digital competency has to do with the maturity of personality that makes it possible to know and assume the constraints and options offered by the online world. As Martínez-Priego (2018) points out, this maturity becomes consolidated through the ability to stand up for oneself (fortitude), the ability to decide by attending to what is real (prudence), the ability to delay a desired good (temperance), and the ability to recognize the other as he or she deserves (justice). These four character strengths are personality features that contribute to a person’s ability to know what is appropriate, and to accept it. These abilities may also apply to the online world.

In addition, virtues such as compassion, respect, and empathy foster “good” use of Internet (Harrison, 2016a). Similarly, research by Syropoulos and Markowitz (2021) and Maheux et al. (2021) note that gratitude can motivate the use of social media to foster social connection. Along these lines, one of the most relevant virtues to exercise in the digital context is cyber-prudence (Harrison, 2014), also called cyber-wisdom (Gómez-Gutiérrez et al., 2024).

Beyond the philosophical realm, the ethical dimension of institutions has become a topic of increasing interest in recent years. Specifically, the notion of phronesis (prudence) or practical wisdom has become a major element in businesses and organizations, in legal and judicial circles, in psychology, and in education, among others. One of the motives that has accentuated interest in this virtue is the need for people making up an institution or organization to conduct themselves in consonance with its value and principles. The work by Cavanagh and Williams (2022) highlights phronesis as an essential element in developing good moral character in the training of leaders.

In relation to young people, Kristjánsson (2020) explains that phronesis encourages critical, autonomous thinking as well as fostering the sense of balance granted to the values and emotions from a flourishing of full life, especially in situations of conflict. This is quite important because, as Gracia et al., (2020) point out, the social media are designed to impact the adolescent’s emotions by demanding an immediate response. This makes it difficult to reflect on what is happening, which may lead to increased risk of addiction, as Alarcón-Allaín and Salas-Blas (2022) note. Phronesis helps the young person reflect on how suitable or appropriate something is and act in accordance with a set of solid values he or she is committed to.

What is being proposed here is to develop phronesis in digital environments, i.e., cyber-prudence. Harrison (2016a) defines cyber-prudence as “the ability to do what is right, and the right time, in the right amount, when one is online” (p. 233). This virtue is very relevant in adolescence since it enables the person in online contexts to know what the right thing to do is at any given moment and circumstance and to act accordingly. Therefore, it may be said that a virtuous character helps adolescents conduct themselves appropriately on the internet regardless of the inputs they receive. In this regard, Blasco et al. (2021) note that one of the key features in the age of post-truth is the appearance of fake news and the infodemic. They point out the need for an educational response that can counteract them. One way of doing that is by fostering the development of cyber-prudence. This virtue drives the development of critical thinking needed to detect fake news, thereby counteracting the post-truth by allowing the truth to be identified clearly. In this way, the adolescent acquires the ability to swim in the infodemic of the liquid contexts he or she is submerged in.

2.1. Difficulties and challenges in the acquisition of cyber-prudence

The road to acquiring cyber-prudence is full of pitfalls caused by the characteristics of virtual environments. One of them is that the “result” is not immediate. The immediacy that accompanies virtual reality may be an obstacle for exercising it, since the reward or satisfaction of acting appropriately does not come about immediately, which requires that the person make an effort. In this sense, just because there is no positive reinforcement after a prudent action does not mean there is no growth as a person. As any other virtue, cyber-prudence draws on a few prior habits, especially on having well-rooted virtues of temperance and fortitude, as explained above.

Another obstacle in exercising cyber-prudence is the anonymity so readily available on social media. In the context of cyber-bullying, Harrison (2016b) notes that the chance to behave immorally on the internet (because of the anonymity it confers) does not mean it needs to be taken. Cyber-prudence becomes a good deontological strategy for dealing with cyber-bullying at school. Specifically, someone who has acquired this virtue may be able to detect violent situations and deal with them fairly and bravely.

In the business world, some authors talk of collective (Figueiredo et al., 2020) or distributed (Nonaka and Toyama, 2007) phronesis. This refers to the practical wisdom that allows a group to detect a situation and respond appropriately--in favor of the common good. This is particularly worthwhile in the context of the use of social media in adolescence because of the relevance played by social acceptance during this stage. Specifically, it may be an effective way to prevent phenomena of violence on the net since this collective cyber-prudence gives adolescents the ability to respond appropriately in group situations. Collective cyber-prudence may be a good way to reduce and restrain these behaviors since it fosters detecting of the unfair situation and choosing the common good. This may be taken on as part of education in values and virtues as will as being an “antidote” to liquid adolescence by promoting social cohesion.

2.2. A few guidelines for fostering cyber-prudence in adolescents within the family

Recently, Harrison et al. (2024) carried out research on the adolescent population in which they propose four-component approach to assessing cyber-prudence in the context of digital citizenship education, namely literacy, reasoning, reflection, and motivation on matters of cyber-wisdom. They conclude that educating in these components may help young people become able to live wisely in the digital age. This is something that can be worked on, at home as well as at school.

Educating in cyber-prudence as an essential part of character education firstly requires encouraging the development of intellectual habits in the adolescents. This contributes to knowledge of what is true and what is good, and therefore enables young people to recognize what helps them grow and what does not, as well as to detect unacceptable situation online, such as cyber-bullying (Harrison, 2016a; Albert et al., 2017; Ortega, 2020). The development of intellectual habits is carried out mainly at school, but the family can also foster interest in learning and encourage critical, independent thinking.

Secondly, work can be done on developing habits of willpower in adolescents, which are absolutely necessary for developing a complete character, since only through willpower can a person want what his or her intellect indicates as good and reject what is undesirable. Priority should be given to working on this within the family by encouraging routines that foster order in the adolescent. For example, teens may be helped to set up a schedule to fit their schoolwork with their family obligations, leaving time for social lief and leisure activities. This can help them keep track of times, an essential prerequisite to developing prudence, and give priority to more relevant tasks.

For their part, Palacios et al. (2022) highlight the importance of the role of self-regulation of learning in parental education of adolescents and point to extrinsic control as a negative element in bringing up their children. This is especially important in educating in prudence, since it requires that the adolescent be able to self-regulate internally and to decide what is good for him or her because he or she wants, not as something imposed from the outside. Translated to cyber-prudence, one of the things self-regulation of learning does is to enable the young person, when online, to know how to regulate his or her use of time, select contents, etc.

Some virtues that must be fostered in adolescence and promote development of cyber-prudence are gratitude, honesty, humility, fairness, courage, self-discipline, and compassion, as Naval et al. (2018) note. All of them can be worked on within the family. These authors propose that they be exercised by watching YouTube videos and then reflecting on them and discussing them afterward. This exercise is best carried out at home with family as a way of reinforcing reflection in adolescents by means of critical thinking (Blasco et al., 2021). It can also be complemented with watching movies or television series with the family. This is another way of approaching the growth of cyber-prudence, since personal reflection is essential to knowing what is good or suitable.

Cyber-prudence relies on other habits as well, which would make it wise, as noted earlier, to develop the virtues of temperance and fortitude. Temperance lets the person put off attaining an immediate good, and fortitude helps overcome any difficulties that may arise. Both virtues make the subsequent action of cyber-prudence possible by teaching the adolescent how to order the goods into others of a higher rank, thereby giving them meaning and sense. The family is, beyond a doubt, an ideal space for working on both. Temperance can be fostered from the time the children are young, encouraging them to delay gratification when then ask for things. Times can be set for them, explaining and showing them the value of waiting. Regarding fortitude, the family and family relations offer the ideal context for being able to overcome any kind of difficulties together. The sense of security a family gives thee child is a fundamental pillar in personal maturity.

In short, educating in cyber-prudence is a good teaching strategy that can provide an ethical support to educating young people in the digital context. Along this line, digital resilience is another virtue that is especially relevant to working with teenagers, and one that also contributes to giving them a moral base. An approach to its meaning will be given below, as well as some pedagogical guidelines for teaching them within the family.

3. HOW TO BOOST DIGITAL RESILIENCE: TEACHING STRATEGIES AND GUIDELINES FOR FAMILIES

The concept of resilience arose in psychiatry and in developmental psychology. The terms was coined by Michael Rutter (1972) in reference to studies focused on people who had lived through extreme situations: concentration camps, poor children living in the streets, or abused women. In this regard, many young people showed great resilience to the lethal flooding in Valencia in October 2024. Resilience alludes to an individual’s ability to deal with major trauma or stress and to his or her personal growth afterward (Valiente et al, 2021).

Specifically, digital resilience refers to the ability to handle digital challenges adaptively, since there is no single answer to such difficulties (Lee and Hancock, 2023). Thus, Lee and Hancock (2023) claim that digitally resilient students are ones who (1) have digital skills to navigate online contexts effectively; (2) are self-efficient with the technology to solve digital problems and defend themselves from online risks; (3) stand up for the classmates they interact with on the social media, and (4) are willing to turn to parents and teachers for help. These features give a rough approach to the notion of digital resilience in education and to its development in adolescents.

When characterizing digital resilience, Sun et al. (2022) point out five attributes: (1) knowing the risks of navigating online; (2) being aware of the solutions to digital challenges; (3) acquiring knowledge and skills of a digital kind; (4) recovering from techno-stress; and (5) progressing by means of self-efficacy or self-confidence to control the situation. All these qualities ought to be taken into account when educating young people in order to help them use Internet responsibly.

In this regard, it should be noted that an irresponsible use of smartphones can subject teenagers to several dangers. Following on Sánchez-Romero and Álvarez-González (2018), risks include scams, phishing, child grooming as well as hate speech, racism, and homophobia. Other online threats, which have become a daily reality in many young people’s lives, according to Cocking and Van Den Hoven (2018), are pornography and trolling (anonymous behavior that causes harm with posts mainly published on social media, forums, or blogs).

The consequences of irresponsible use of smartphones demand an educational response at both the school and family level. Thus, Sala et al. (2024) maintain that institutional involvement is also needed to design suitable legislation to regulate the use of these devices. Therefore, adolescents must be taught to understand how harmful it is to use mobile phones irresponsibly (Selwyn and Aagaard, 2019). Efficacy requires teaching positively, since it makes no sense to try to convince adolescents that mobile phones are harmful, since they do not perceive them as such. To that effect, the negative consequences of imprudent use of cellphones entails the inescapable obligation of boosting digital resilience in adolescents.

Attending to this need requires three recommendations, according to Qi and Yang (2024). The first one has to do with the importance of the teacher’s emotional support and having the curriculum include strategies for learning how to deal with digital risks and crises for the purpose of increasing the young people’s digital literacy and well-being. The second one consists of promoting different positive digital attitudes to improve their digital competency. The third one is to develop the key role of the parents, especially through the formative example as role models in educating their children in safe access to Internet.

This requires putting off the age of using a mobile device and restricting use or even overseeing their online interaction, although it is more educational to help them acquire the digital resilience to learn what dangers are out there and for them to become able to handle them positively and prudently.

Currently, boosting digital resilience is a frequent concern that has led to several school programs on digital competency to include topics about digital citizenship. Some of the programs that work on these aspects are: in the UK, the Thinkuknow program that focuses on prevention of cyber-bullying; in the USA, the NetSmartz Workshop and Common Sense Media, focused more on boosting digital citizenship; in Australia, the eSafety Commissioner whose aim is to eliminate harmful content such as cyber-bullying, intimate pictures or videos shared without consent, and preventing cyber-bullying from adults; and in Canada, MediaSmarts, with resources for educating on digital resilience.

Reynolds and Parker (2018) conclude that the educational approaches on digital citizenship are an effective tool for increasing young people’s resilience to cyber-bullying. According to this, digital citizenship refers to the competencies for using digital technologies that facilitate navigating and interacting ethically and safely (Choi et al., 2017). This is what makes educational programs on responsible digital citizenship effective, because they are aimed at fostering a climate of helpfulness among adolescents and of protection, thereby encouraging ethical behavior, as Tsai and Chistyakova (2022) point out. Therefore, a fundamental objective of these school programs today is to achieve positive digital citizenship (Gómez-Gutiérrez et al., 2024).

Accordingly, it becomes a priority to transform schools into resilient digital schools (García-Díaz, 2021). In this laudable endeavor, digital resilience curricula help prevent cyber-bullying while encouraging responsible use of social networks, stopping disinformation and identifying hate speech. Likewise, digital resilience workshops facilitate reflection on digital behavior in the use of social networks (Goldstein and Brooks, 2006). However, this interest in having adolescents acquire digital resilience implies that it should be a priority objective in family education. For that reason, in addition to these school programs, family-school collaboration is absolutely essential.

As a recommendation for parents, Pastor et al. (2022) suggest that emotional regulation to delimit the time of cell phone use should not be reactive, i.e., when the first difficulties appear, but rather, that suitable emotional education is necessary for them to become good at managing their impulses. It is also essential for parents to foster a positive communication environment that allows them to talk with their children about the risks of irresponsible Internet use, helping them to build resilience. Families apply parental control measures, mainly in the last grades of primary school, when their children are pre-adolescents (Muñoz-Carril et al., 2023). One clear strategy that is very effective is for parents to be responsible in the use of the digital device, setting positive examples for their children (Manzano and Fernández-Mellizo, 2019). It is also important for families to organize activities that do not require technology, thereby helping their children learn to make responsible use of their free time. Undoubtedly, an essential strategy in family education is to encourage an open dialog between parents and children that allows them to talk about their digital habits and experiences.

The role families play in their children’s upbringing demands a model that is not exclusively focused on developing the cognitive dimension, explaining the dangers of irresponsible use of the Internet. To this end, parents are recommended to help their children learn emotional management, since one of the main reasons for wrong decision-making in the use of the network is because of their poor emotional management (Marino et al., 2019). In this regard, Alarcón-Allaín and Salas-Blas (2022) found a negative correlation between lack of emotion regulation and obsessive use of social networks.

Likewise, Weare (2004) affirms that excessive use of social networks negatively affects the harmonious development of social skills. That is why it is relevant to take a preventive approach to working on this aspect, so that improving interpersonal relationships, learning what friendship is and having good friends are all strategies to educating about cyber-prudence. Undoubtedly, the family is where interpersonal relationships are best understood. In addition, it is essential that teens learn how to manage their digital identity in order to take care of the image they convey on social networks, marking their use and the contacts they have through them. Similarly, the family provides the space that will help them improve their personal self-knowledge, which is necessary for acquiring healthy self-esteem (Twenge & Campbell, 2018).

In conclusion, adolescents need help in the difficult task of better managing the time spent on the Internet and social networks. In this sense, families can teach their children how to learn about the dangers they face, to better regulate their use of the Internet, and to be able to ask for advice when they need it. It is therefore essential that parents create a family atmosphere of trust so that their children feel at ease and can feel the constant support of their parents.

4. CONCLUSIONS

This paper aims to promote the virtues of cyber-prudence and digital resilience in adolescents in the family context. It highlights the vulnerability of young people and the society in which they live, delving into the concept of liquid adolescence (a term coined by Baumann) characterized by flexibility, insecurity, and the absence of stable bonds in interpersonal relationships in the 21st century.

Moreover, in this liquid, post-pandemic context, the quantitative increase in the number of hours connected to social networks is often linked to the search for refuge, for connection with others. At this time of uncertainty and high vulnerability, there is an increasingly pressing need to take care of young people’s mental health. In these situations, social networks can offer a positive dimension for adolescents, but at the same time, they can leave them more exposed to violent or discriminatory content, or to those who threaten the truth.

Accordingly, considerable emphasis has been placed on the need for ethical support to protect and guide the use of social networks. True digital literacy involves promoting stable dispositions of character that allow the young person to act well, to overcome difficulties, and to be able to spot the potential risks and opportunities the net has to offer. To address this need, an education promoting mature personalities through virtue is suggested and cyber-prudence -the virtue of prudence developed in online contexts- and digital resilience are proposed for adolescents to become agents of positive change. This paper outlines what these virtues consist of and provides some pedagogical guidelines for families.

Regarding teaching cyber-prudence, some actions may be geared to developing intellectual habits and willpower, to promoting reflection through self-regulation of learning and to fostering virtues such as fortitude and temperance prior to the exercise of prudence. In addition, some guidelines geared to developing digital resilience have to do with the adolescents’ ability to regulate their emotions, for which they need specific help from parents.

In short, this contribution has sought to delve into the virtues of cyber-prudence and digital resilience as key elements in the formation of the character of adolescents within the digital environment. So far, not enough studies have been found that address this issue. Due to the space constraint of the article, it has not been possible to explore educational experiences or programs that address the topic discussed, nor to investigate their relationship with other similar virtues. Therefore, it would be worthwhile to develop programs on the two virtues mentioned above for cases of cyber-bullying prevention and for making good use of Artificial Intelligence. In addition, the relationship of the two with other virtues such as fortitude and temperance should be similarly explored in digital contexts.
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