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ABSTRACT


Large Language Models (LLMs) have accelerated code generation, yet their security implications remain underexplored. This work evaluates the capability of eight general-purpose and code-specialized LLMs to detect weaknesses and vulnerabilities in generated code using CVE and CWE references. Stratified sampling of the CVEfixes dataset across five programming languages is assessed using precision, recall, F1-score, and relevance-oriented metrics (REINP, REINR, and REINF1). Results show limited detection of specific vulnerabilities (CVE), but better performance for general weaknesses (CWE), especially in Python and Ruby. We discuss limitations in model training and prompt conditioning, and outline improvements through dataset diversification, prompt engineering and hybrid human-in-the-loop approaches. The study highlights the current potential and limitations of LLMs for practical vulnerability detection in generated code.
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1. Introduction

    Automation in code generation using large language models (LLMs) has significantly transformed software development. These models enable faster, more efficient application development, reducing human effort on repetitive tasks. Models such as Codex (Du et al., 2024), CodeT5 (Le et al., 2022), and CodeBERT (Feng et al., 2023) have been trained on large open-source repositories. These models enable the generation of syntactically correct code and can solve complex problems across multiple programming languages. However, this technology also poses challenges, especially regarding the security of the generated code. Studies such as those of Y.Li et al. (2024) and Y. Li et al. (2019) have revealed that large language models, when trained with large volumes of data that include potentially insecure code, can reproduce and amplify existing vulnerabilities in their training sets. These vulnerabilities include critical flaws such as SQL injection, authentication errors, and insecure configurations that can be exploited in production environments, compromising software security (Liu et al., 2023; Hlis et al., 2023; Dai et al., 2025).

One critical aspect is the origin of the model training data. According to the 2022 Open Source Security and Risk Analysis (OSSRA) report (Y. Li et al., 2024), 81 % of the 2,049 code bases analyzed contained at least one vulnerability, and 49 % harbored high-risk vulnerabilities. This means that, in many cases, language models have been trained on data that already contained vulnerabilities. As a result, these models may inadvertently replicate these vulnerabilities in the code they generate. This can lead to flawed or low-quality software that is highly susceptible to exploitation and cybersecurity attacks (Choi et al., 2023). Thus, tools such as GitHub Copilot have been shown to generate insecure code approximately 40 per cent of the time, while ChatGPT does so 76 % of the time, with no requirement for software quality (Ahmad et al., 2024; Choi et al., 2023; Dai et al., 2025; Gokcimen et al., 2025).

    Furthermore, developers who use artificial intelligence assistants to write code tend to produce less secure code snippets than those who do not. This scenario highlights the urgent need to address security in automated code generation. To address these risks, several databases and classification systems have been designed to document and analyze publicly known vulnerabilities. Among them, the Common Vulnerabilities and Exposures (CVE) system is one of the most widely used, providing a framework for identifying and cataloguing software vulnerabilities. Additionally, the Common Weakness Enumeration (CWE) provides a classification of common software weaknesses, including those identified in CVEs (Zhang et al., 2024). These systems are valuable tools for understanding, detecting and mitigating vulnerabilities in generated code. Thus, various approaches have been developed to address these vulnerabilities, including detection (Li et al., 2019), assessment (Dai et al., 2025), localization (Hindle et al., 2016), and remediation (Hochreiter, 1997) within the code. In addition, specific categories of vulnerabilities in applications, such as those identified in the OWASP Top 10, are used as a reference for developing secure software (Omar et al., 2025).

In this regard, this study proposes to evaluate the ability of LLMs to identify and classify security vulnerabilities in source code, using reference datasets tagged with CVE and CWE codes. The research focuses on comparing the performance of general-purpose models (Llama3, Gemma2, and Mistral) with specialized code-generation models (CodeLlama, CodeGemma, and DeepSeek-Coder). As a methodological approach, an analysis is performed by parameterizing the models and creating specialized prompts that simulate a developer’s code review, seeking to identify and classify vulnerabilities across various languages and code functions. However, despite recent audits on LLM security (Dai et al., 2025), there is still no systematic evaluation focused exclusively on open-weight models deployable locally using reproducible protocols and security-oriented prompt parameterization.

However, prior research has mostly focused on accuracy-based benchmarks. Few studies assess whether model outputs provide security-relevant insights or contextual evidence of vulnerabilities (Omar et al., 2025; Gokcimen et al., 2025). This study addresses that gap by introducing relevance-oriented evaluation metrics (REINP, REINR and REINF1), complementing traditional precision/recall measures and enabling a more nuanced analysis of vulnerability-detection capabilities.

The rest of this paper is structured as follows. Section 2 provides background and related work. After that, Section 3 describes the work methodology, detailing the approach to evaluating the security of the generated code using datasets focused on code vulnerabilities and defining the criteria and specific metrics to measure security and detect vulnerabilities. Section 4 presents the security evaluation of code generated by current models, with a focus on code generation. Section 5 presents an interpretation of the findings on the existing literature on security in code generation, it identifies the study’s limitations and proposes future directions. Finally, Section 6 summarizes the main findings and their impact on code generation, recommendations and the use of large code-generating language models.

2. Background and Related Work

    In recent years, LLMs have reshaped automated code generation by enabling developers to produce source code more efficiently and with less manual intervention. Models such as Codex, CodeT5, and CodeBERT have been trained on large volumes of data, including source code and documentation. This enables them to generate syntactically correct code and to solve complex problems in multiple programming languages. This capability has improved software development productivity and reduced the workload on repetitive tasks (Li et al., 2024).

Thus, the main tasks of code generation are:



1. Code-to-code tasks

• Clone detection: Identifying similar code fragments within or across projects is essential to avoid duplication of errors and improve code quality (Wang et al., 2020). Challenges include identifying syntactic (Jaoua et al., 2025) and semantic (Gokcimen et al., 2025) similarities.

• Defect detection: Identification of code fragments with vulnerabilities using binary classification models (Teja et al., 2024; Li et al., 2019). Calibration of these models is a complex challenge, especially in large codebases (Teja et al., 2024).

• Code repair: Automation of error localization and correction, improving the quality of the software (Li et al., 2024; Dai et al., 2025). Sequence-by-sequence models are used for this task (; Allamanis et al., 2021).

• Code auto-completion: Predicting and completing lines or structures of code based on context. This task has been improved with advances in contextual understanding (Alian et al., 2023).

• Code translation: Code conversion between programming languages, preserving the original functionality (Kalia et al., 2021; Nitin et al., 2022; Chen et al., 2018; Liu et al., 2023; Kulal et al., 2019).

2. Code-to-text tasks

• Code summary: Generation of natural language descriptions from code snippets using sequential modelling techniques (Choi et al., 2023; LeClair et al., 2019).

• Generation of commit messages: Automatic generation of commit messages in version control systems based on code changes, using sequential modelling and hybrid classification (Zhang et al., 2024; Lin et al., 2024;; Liu et al., 2020).

3. Text-to-code tasks

• Code retrieval: Identification and retrieval of code fragments based on natural language description (Gu et al., 2018).

• Code generation: This task enables non-programmers to obtain automated solutions by generating code from natural-language descriptions. Models such as Hearthstone (Chen et al., 2025) and NL2Bash (Lin et al., 2018) focus on multiple programming languages (Cassano et al., 2023;).



On the other hand, the use of LLMs presents challenges. Unlike manually written code, which can undergo thorough reviews and follow safe development practices, LLM-generated code can inherit vulnerabilities in the training data or introduce new flaws due to the incorrect interpretation of specifications (Bo et al., 2020). These risks are of particular concern in safety-critical applications, such as in the financial, medical and infrastructure sectors (Chen et al., 2025). In this regard, studies such as Y. Li et al. (2024) have shown that up to 40 % of the code generated by tools like GitHub Copilot contains critical vulnerabilities, including SQL injection, authentication errors and insecure configurations. These problems are exacerbated because LLMs trained on large volumes of data can learn and reproduce insecure code patterns (Ahmad et al., 2024).

Recent empirical audits demonstrate that LLM-generated code remains highly vulnerable even when security-aware prompting is applied. For instance, in Dai et al. (2025) and Backslash Security (2025) benchmarks across GPT-4o, Claude-3, and Gemini-1.5 show that current models still emit insecure implementations in 35–70 % of evaluated cases. These results highlight that security-oriented evaluations are an active area of research in 2025 and reinforce the need for systematic assessments of LLMs under realistic development scenarios.

Furthermore, prior datasets and mapping tools such as DiverseVul (Chen et al., 2023), CVE2CWE (Albanese et al., 2024), and CrossVul (Nikitopoulos et al., 2021) have expanded the evaluation landscape, enabling hybrid pipelines that combine static analyzers with LLM-based reasoning. These advances motivate the experimental framework and suggest avenues for extended benchmarking in future studies.

2.1. Categories of Language Models for Code Generation

Language models for code generation fall into several categories, each with its own approaches and applications:



• Code-specific models: These models use either recurrent (Hochreiter, 1997) or convolutional (Latibari et al., 2024) structures to model code, leveraging both textual information and its internal structure, such as abstract syntax trees (ASTs) (Zhang et al., 2019). These capture the code’s semantic and structural information, facilitating code generation and refactoring (Yin et al., 2021; Yin et al., 2018). Representative examples include code2vec (Alon et al., 2019) and code2seq (Alon et al., 2018), which convert code fragments into continuous vectors, enabling neural models to be applied across various scenarios.

• Pre-trained code models (CodePTMs): Based on multi-layered transformer architectures, these models have established a pre-training and fine-tuning approach that has significantly improved the code quality generated for specific tasks (Feng et al., 2023). During the pre-training phase, these models learn general contextual representations from code repositories, incorporating both textual and structural information (Wang et al., 2021). They are then tuned for specific tasks, significantly improving the quality of the generated code. CodeBERT (Feng et al., 2023), CodeT5 (Wang et al., 2021), are some examples.

• Large code-specific language models (CodeLLMs): Scaling language models, by increasing both the number of parameters and the amount of training data, improves their ability to perform specific tasks more efficiently (Hoffmann et al., 2022). Codex (Du et al., 2024), pre-trained on large volumes of publicly available code, has shifted the focus from fine-tuning to prompt-based learning in context (Liu et al., 2023; Verbert et al., 2012). Other prominent models include CodeGen and BigCode, which have developed unique approaches to code generation through human interaction and code segmentation into manageable components to improve the precision and quality of generated code (Cassano et al., 2023; Vasiliniuc et al., 2023; Ganti et al., 2024). Specialized models have been developed, such as text-to-SQL models, which translate natural language into SQL statements (Yu et al., 2019). These models allow for greater precision in generating database queries, facilitating the automation of tasks in applications that rely on structured databases. On the other hand, LaMDA (Obreja et al., 2023) and BLOOM (Albanese et al, 2024) are examples of LLMs trained on large datasets that include substantial code. These models have used datasets such as Diversevul (Chen et al., 2023), which comprises 163GB of a total of 1.6TB of code data, allowing the models to understand and generate code with high precision.

2.2. Derived and Specialized Models

The so-called CodeLLMs benefit from the advantages of general-purpose LLMs, such as access to high-quality data for training (Chen et al., 2023), advanced positional coding and interpolation techniques for handling longer sequences (Dai et al., 2025), and training and deployment strategies (Ainslie et al., 2023). In addition, they have integrated trends such as prompt learning (Xu et al., 2024) and its evolution towards generative methods (Joshi et al., 2023). Derived specialized models include:



• Codex-derived models: Codex is a pre-trained GPT model with code available on GitHub. An example is Codex 12B, pre-trained with a 159GB corpus of deduplicated and filtered Python code. In 2022, OpenAI released a variant called code-davinci002, a larger model (175B) trained with a mix of text and code data tuned for specific instructions (Ouyang et al., 2022).

• CodeGen-derived models: CodeGen is an open-source model ranging from 350M to 16.1GB. It uses backward transformers to learn from both natural language and code. Derived models include CodeGenMulti, which trains in various programming languages, and CodeGenmono, which focuses on Python. These models have evolved to improve architecture, learning methods, training objectives and data distributions (Cassano et al., 2023).

• BigCode-derived models: This is a collaborative project that focuses on providing a complete view of the development process, including data, models, evaluation and ethics. BigCode-derived models were the first to adopt the fill-in-the-middle concept, which segments code to reorganize it using unique tokens, thereby improving model pre-training. Examples include InCoder and StarCoder, which have advanced code generation and padding functionality and support 86 programming languages (Fried et al., 2023).

• CodeT5+ derived models: With an encoder-decoder architecture, these models range from 220M to 16B tokens. The decoder is adept at generating various types of outputs, while the encoder focuses on encoding contextual representations (Wang et al., 2023).

• CodeLLaMA-derived models: CodeLLaMA is a family of LLaMA-based models with parameter counts ranging from 7B to 70B. These models are trained exclusively with code and incorporate the fill-in-the-middle. The 70B version includes an additional fine-tuning stage for long contexts, extending the context length to 16K, and has been optimized for specific tasks such as Python and secure code generation (Sv et al., 2024; Teja et al., 2024; Kumar et al., 2024).

• DeepSeek-Coder derived models: These models range from 1.3B to 33B parameters, trained on a code corpus and optimized for next-token prediction and fill-in-the-middle, with a context window of 16K (Cassano et al., 2023).

• Lemur-derived models: Lemur builds on LLaMA2, using a corpus with a 10:1 code-to-text ratio, and includes fine-tuning with instructions from various sources (Xu et al., 2019).



In addition to these models, various instruction-tuning strategies have emerged, such as CodeGeeX and CodeAlpaca (Zheng et al., 2023; Samsi et al., 2023).

2.3. Security of Generated Code

Various methodologies have been developed to mitigate the risks of producing insecure code due to data-containing vulnerabilities, such as code clone detection and automatic defect repair (Yin, 2021). Code clone detection identifies code fragments that may be vulnerable, helping prevent the propagation of bugs. Tools such as SCDetector have significantly improved the precision of clone detection by using deep learning (Yin, 2018). Automatic defect remediation identifies and fixes errors, reducing the risk of undetected vulnerabilities propagating into production applications (Alon et al., 2019). Pre-trained models have proven effective in this context, especially when adequately tuned (Alon et al., 2018).

In addition, prompt engineering plays a fundamental role in secure code generation. Optimizing the prompts that guide the LLM to generate secure code is an active area of research (Park et al., 2023). Thus, Z. Li et al. (2024) proposed dynamic prompt encapsulation to optimize responses. Meanwhile, in Ahmad et al. (2024), the use of LLM models to repair hardware security flaws is discussed. Therefore, Guo et al. (2022) suggest several general characteristics that prompts must fulfil to optimize the quality of the code generated by large language models:



• Model setup: Each prompt assigns a specific role to the model, typically as a code expert. The expected output is defined in advance, including coding standards and formatting conventions. Doing so ensures that the generated code is functional and complies with a consistent style and structure (Lajkó et al., 2022).

• Detailed description of the requirements: The prompt should include a natural language description that specifies the functional requirements. In some cases, it is beneficial to provide additional examples or guidelines to help the model generate code aligned with user expectations (Yu et al., 2025).

• Establishment of coding conventions: The prompt defines the guidelines the generated code must follow, including eliminating redundant comments and standardizing functions, classes, and variables. This ensures that the code produced is consistent and easy to maintain (Lajkó et al., 2022).

• Specification of the file format: The prompt must explicitly indicate the file’s name, the programming language used, and the structure of the code blocks. This precision helps ensure that the code is organized logically and that each component fulfils its specific function within the generated file (Liu et al., 2023).

• Definition of the file structure: For projects that require generating multiple code files, the prompt establishes a clear hierarchical structure that outlines how the different files are related and organized within the project (Guo et al., 2022).

• Imposition of strict requirements: The prompt instructs the model to comply with the stipulated conditions strictly (Yao et al., 2024).



Despite following these features, prompts can also be vulnerable to attacks, such as prompt injection, which can manipulate LLM output and generate insecure code (Yu et al., 2025; Yao et al., 2024; Feng et al., 2023).

2.4. Datasets for Vulnerability Detection

There are several datasets designed for automated detection of software vulnerabilities:



• ReVeal (Chakraborty et al., 2021): A dataset extracted from projects such as Chromium and Debian, which labels functions changed in security patches as vulnerable.

• Devign (Zhou et al., 2019): Manually tagged dataset containing vulnerable and nonvulnerable functions of C projects.

• BigVul (Fan et al., 2020), CrossVul (Nikitopoulos et al., 2021) and CVEfixes (Bhandari et al., 2021): Datasets obtained by identifying commits that fix vulnerabilities based on the CVE database.

• DiverseVul (Chen et al., 2023): extends CVEfixes and considerably broadens its scope by incorporating thousands of real-world vulnerable and nonvulnerable functions drawn from hundreds of open-source projects. It includes a wide range of weakness types and examples, which make it suitable for large-scale benchmarking and comparative studies of vulnerability detection.



A recent study by Croft et al. (2023) has identified data quality issues in BigVul and Devign, including inconsistent labels and code duplication. Due to its higher quality and diversity, DiverseVul has been selected as the primary dataset for future experiments.

2.5. Research Gap and Contributions

Although the literature on LLM-driven security analysis has advanced, existing work often relies on proprietary models, focuses on a single programming language, or limits evaluation to accuracy-based metrics, neglecting the security relevance of the generated output. These factors restrict reproducibility and hinder a practical understanding of how LLMs might perform in real code-review contexts.

To address this gap, the study introduces a comprehensive evaluation of eight open-weight language models that can be deployed locally without dependence on external APIs. The assessment is conducted through stratified sampling of the CVEfixes dataset across five programming languages, ensuring both diversity and reproducibility. Furthermore, standard performance metrics (precision, recall, and F1-score) are complemented by relevance-based measures (REINP, REINR, and REINF1), allowing for a deeper examination of the contextual information that models provide when detecting security flaws. In addition, prompt design is aligned with developer-oriented workflows, simulating realistic code-review behavior rather than relying on generic elicitation.

3. Methodology

This section describes the methodology used to evaluate LLMs’ capability to identify and report security vulnerabilities in source code, using CVE and CWE as references. For this purpose, three general-purpose models and three programming-specialized models were selected. The selected models were Llama3, Gemma2, and Mistral (general-purpose models) and CodeLlama, CodeGemma, and DeepSeek-Coder (specialized programming models). The main objective of this evaluation has been to determine the precision and recall with which these models can detect and classify vulnerabilities, as well as to analyze their performance in generating relevant information.

Based on prior studies (Chen et al., 2025; Dai et al., 2025) and the evaluation framework proposed in this work, we hypothesize that code-specialized LLMs—such as CodeLlama, CodeGemma, and DeepSeek-Coder—will outperform general-purpose models in detecting CWE weaknesses. Additionally, we expect model performance to be influenced by the representation of each programming language in the training data, with languages such as Python and Ruby achieving higher results than those with lower representation, such as C and Go. These hypotheses allow for the analysis to move beyond a purely descriptive approach and provide a foundation for interpreting the results in terms of confirming or rejecting expected performance trends.

To carry out the evaluation, the CVEfixes dataset (SecureIT Project, 2021) is used, which is composed mainly of five subsets corresponding to different programming languages: C/C++, Python, Java, Go, and Ruby. A stratified random sampling approach was used to select 100 code fragments per language subset, using a fixed random seed (seed=42) to ensure reproducibility of results. This sampling strategy improves external validity compared to sequential selection, as it reduces potential biases introduced by the ordering of samples in the dataset. A limit of 100 functions per language was applied to maintain a controlled and computationally manageable evaluation while preserving linguistic diversity within the dataset. This enables reproducibility and avoids introducing language imbalance during the analysis. Table 1 provides all the inference configurations.


Table 1. Inference configuration parameters




	Parameter

	Value

	Description






	temperature

	0.100

	Low temperature for deterministic outputs




	num_predict (max_tokens)

	2048

	Maximum tokens in response




	top_p

	0.950

	Nucleus sampling threshold




	top_k

	40

	Top-k sampling parameter




	repeat_penalty

	1.100

	Penalty for token repetition




	seed

	42

	Fixed random seed for reproducibility








Eight language models were evaluated, comprising four general-purpose models (Llama3-8B-Instruct, Gemma2-9B-Instruct, Mistral-7B-Instruct, and Qwen3-30B) and four code-specialized models (CodeLlama-13B-Instruct, CodeGemma-7B-Instruct, DeepSeek-Coder-6.7B-Instruct, and Qwen3-Coder-30B). This selection has enabled a comprehensive comparison between general-purpose and specialized models across multiple programming languages.

The execution was carried out using Ollama v0.1.27 (an open-source platform). Its server hosts the selected LLM models and was configured and executed via the Google Colab terminal, using an instance with an A100 GPU to guarantee the necessary resources, with Python 3.10.12.

A specific prompt was developed for parameterizing each model and executing queries on the analyzed content (Listing 1). In addition, one specialized prompt was created, in which the model was instructed to act as a security expert, parsing the attached pieces of code and obtaining the corresponding CWE codes (Listing 2).

Listing 1. Prompt to detect CVE codes


# CVE Detection Prompt with examples
CVE_PROMPT_TEMPLATE = """You are a security expert. Analyze this code and identify CVE (Common Vulnerabilities and Exposures) identifiers.


IMPORTANT: You MUST respond ONLY with CVE identifiers in the format CVE-YYYY-NNNNN, one per line. Do NOT provide explanations.


Examples of correct responses:
Example 1:
Code: buffer_overflow_example
Response:
CVE-2021-12345
CVE-2020-67890


Example 2:
Code: safe_code_example
Response:
NO_CVE_FOUND


Now analyze this code:
{code}


Response (CVE identifiers only, one per line):"""





Listing 2. Prompt to get the CWE codes


# CWE Detection Prompt with examples
CWE_PROMPT_TEMPLATE = """You are a security expert. Analyze this code and identify CWE (Common Weakness Enumeration) identifiers.


IMPORTANT: You MUST respond with CWE identifiers in the format “CWE-XXX: brief explanation”. Each CWE on a new line.


Examples of correct responses:
Example 1:
Code: strcpy(dest, user_input);
Response:
CWE-120: Buffer overflow due to unbounded string copy
CWE-787: Out-of-bounds write vulnerability


Example 2:
Code: int x = 5 + 3;
Response:
NO_CWE_FOUND


Now analyze this code:
{code}


Response (format: CWE-XXX: explanation):"""





Table 2 provides a representative illustration of input code fragments and their corresponding expected results for CVE and CWE detection. These examples show how the models must assign identifiers for known vulnerabilities and weaknesses. The CVE and CWE codes obtained in the output are then extracted using regular expression techniques (Table 3).


Table 2. Example of comparison for CVE and CWE IDs




	Snippet name

	CVEs ID from dataset

	CWEs ID from dataset

	CVEs ID from model

	CWEs ID from model






	Manage.py

	CVE-2021-29431

	CWE-20, CWE-918

	CVE-20

	CWE-20




	Auth.py

	CVE-2016-10766

	CWE-352

	CVE-2029-5678, CVE-3019-5468

	CWE-201









Table 3. Example of input code snippets and their corresponding expected results




	Snippet name

	Input: Code Snippet

	Output: CVE Answer

	Output: CWE Answer






	Manage.py

	def dialog (request):

[…].

	From your code, it seems to be vulnerable in several ways according to its description above (it uses sydent library that might have been affected by recent vulnerabilities like JSON parsing issues). Here are some potential CVEs related with these areas of concern. CVE-20 […].

	This code could face several vulnerabilities in terms of security (like path traversal attacks), stability (unhandled exceptions) as well performance and reliability issues since using ’readlines()’. Also, it might be vulnerable to CWE-20 […].




	Auth.c

	class ThreePidUnbindServelt (resource):

[…].

	The vulnerabilities identified in this code snippet can be used to exploit known security flaws, exploitable by malicious users who have administrative privileges on your system or application for any reason (e.g., unauthorized access). Here are some potential CVEs that could relate to the provided functionalities: CVE2017-5438: This vulnerability allows an attacker with administrator rights over SQL Injection in Django’s admin interface when a user enters incorrect data […].

	This code is using several common vulnerabilities that can be exploited by attackers to gain unauthorized access, manipulate data or cause a denial of service (DOS) for specific users. Here are some potential issues/vulnerability: Insecure Credentials Usage: The code assumes the passwords for logging are hardcoded into it, which could be exploited by attackers if someone were able to decode a log in response and get access tokens or sensitive data such as user names. Common Web Exploit Vulnerability (CWE ID : CWE-321) […].








Unlike recent security-oriented benchmarks, which mainly evaluate proprietary models, this study focuses on open-weight LLMs that can be deployed and fine-tuned locally. This approach remains largely unexplored in current literature. In addition, prompts were not restricted to generic elicitation; instead, they were parameterized in accordance with security-review principles to emulate realistic vulnerability-assessment workflows. This allows for a closer alignment between automated evaluation and practical use cases in code auditing.

To carry out the study, widely recognized metrics in software testing and analysis have been used to provide a comprehensive assessment of the models’ capability, namely:



• Precision: The degree to which models correctly identify positive instances, such as vulnerabilities represented by CVE and CWE codes. It is calculated as the ratio of true positives (TP) to the sum of true positives and false positives (FP). A positive instance is considered if at least one code identified by the model matches a code provided in the dataset.

precision=TPTP+FP                  (1)

• Recall: The model’s ability to correctly identify all positive instances. It is the fraction of true positives over the sum of true positives and false negatives (FN). In this context, a false negative corresponds to a code that the model does not identify as vulnerable, or that it does not report due to spontaneous negative model responses.

recall=TPTP+FN                  (2)

• F1-score: It is the harmonic mean of precision and recall, balancing the two metrics. It is instrumental in scenarios where a balance between precision and recall is sought.

f1−score=precision−recallprecision+recall                  (3)

• Relevant Information Precision (REINP): This metric measures the proportion of model-generated answers that contain relevant information about vulnerabilities in the analyzed code, relative to all predictions. It evaluates how often the model provided valuable and correct information about the identified vulnerabilities.

REINP=UiUi+Ni                  (4)

where Ui is the number of useful answers with relevant information, and Ni is the number of answers containing irrelevant or incorrect information about vulnerabilities.

• Relevant Information Recall (REINR): It assesses the model’s ability to identify and provide relevant information on vulnerabilities in all cases where it should have done so. It measures how effectively the model succeeds in identifying relevant information.

REINR=UiUi+Mi                  (5)

where Mi is the number of responses where the model did not provide useful information, including those cases where it provided incorrect or irrelevant information.

• Relevant Information F1 Score (REINF1): This metric combines precision and recall of relevant information in a single measure, balancing between the two.

REINF1=REINP−REINRREINP+REINR                  (6)

• Relevant Information Rate (REIN Rate): This metric measures the proportion of instances in which the model provided irrelevant or incorrect information about vulnerabilities relative to all instances in which information was generated.

REIN Rate=NiNi+Ui                  (7)

• Relevant Information False Negative Rate (REIN FN Rate): It assesses the proportion of responses in which the model failed to provide useful information when it should have, i.e., when it did not identify and report an existing vulnerability.

REIN FN Rate=MiMi+Ui                  (8)



Although the REINP, REINR, and REINF1 metrics are conceptually related to information retrieval precision/recall, their purpose is different (Dai et al., 2025): they aim to assess the interpretability and security relevance of model outputs, which is essential in contexts where hallucinations occur. These metrics extend traditional accuracy-based evaluation by measuring whether the model provides actionable vulnerability information even when exact identifiers are not matched. This aligns with recent work on relevance-driven security assessment in LLMs (Xu et al., 2024).

To the best of the authors’ knowledge, no prior work has systematically adapted relevance-oriented metrics to evaluate security reasoning capabilities in code inspection tasks. Therefore, REINP, REINR, and REINF1 represent the first explicit attempt to quantify actionable vulnerability-related information rather than mere syntactic accuracy, thereby filling a current gap for security-oriented LLM assessments.

4. Results

The experiments evaluated the ability of the selected models to identify security vulnerabilities across different programming languages, using CVE and CWE codes as references and the method described in Section 3.

To better understand the experimental evaluation, expected results derived from the CVEfixes dataset have been compared with the actual results generated by the CodeLlama model. The expected results were based on the CVE and CWE identifiers associated with each code sample in the dataset. In contrast, the results generated by the model correspond to the CVE and CWE codes predicted by the CodeLlama model when analyzing the provided code fragments. This comparison allows us to evaluate the model’s ability to correctly identify vulnerabilities and weaknesses, as well as its limitations in distinguishing them.

Table 4 presents representative examples from the dataset, showing the expected CVE and CWE identifiers and the model’s expected results. Discrepancies between expected and observed results highlight cases in which the model failed to recover the correct vulnerability or misclassified weaknesses, reinforcing the conclusions below.


Table 4. Example of comparison results between dataset and answers obtained from the models




	File Name

	Method name

	CVE (Expected)

	CWE (Expected)

	Code CVE (Obtained)

	Code CWE (Obtained)

	Match CVE

	Match CWE






	Main.c

	Mp4boxMain

	CVE 2020-23930

	CWE-476

	None

	CWE-787, CWE-416, CWE-200, CWE-89, CWE-79, CWE-352, CWE-269, CWE-20, CWE-284

	False

	False




	Udp.c

	udpv6sendmsg

	CVE 2016-3841

	CWE-264, CWE-416

	CVE-2017-12188, CVE-2018-14622

	CWE-200, CWE-416, CWE-89, CWE-20, CWE-352, CWE-269, CWE-284

	False

	False




	Api.c

	cryptolarvallookup

	CVE 2013-7421

	CWE-269

	None

	CWE-79, CWE-416, CWE-89, CWE-20, CWE-352, CWE-284, CWE-287

	False

	False








4.1. Results Obtained with CodeLlama

Five data subsets corresponding to the programming languages C, Go, Java, Python, and Ruby were analyzed. Regarding Code Llama’s CVE code identification, the precision was 0.000 across all languages, indicating that the model failed to correctly detect any CVE vulnerability (Table 5).


Table 5. Summary of CVE results for CodeLlama




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.6900

	0.310

	0.690




	Subdataset Go

	0.000

	0.000

	0.000

	0.950

	0.050

	0.950




	Subdataset Java

	0.000

	0.000

	0.000

	0.840

	0.160

	0.840




	Subdataset Python

	0.000

	0.000

	0.000

	0.820

	0.180

	0.820




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.880

	0.020

	0.880








However, the model performed noticeably better in identifying CWE weaknesses, especially in Python and Ruby. In Ruby, a precision of 0.242 and a recall of 0.961 were achieved, suggesting that the model can identify weaknesses rather than specific vulnerabilities (Table 6).


Table 6. Summary of CWE results for CodeLlama




	Summary for CWE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.081

	0.888

	0.072

	0.990

	0.000

	0.000




	Subdataset Go

	0.100

	0.910

	0.091

	0.990

	0.000

	0.000




	Subdataset Java

	0.141

	0.934

	0.123

	0.990

	0.109

	0.840




	Subdataset Python

	0.111

	1.000

	0.099

	1.000

	0.100

	0.880




	Subdataset Ruby

	0.242

	0.961

	0.192

	0.990

	0.090

	0.890








Additionally, it was observed that the REINP on CWE was high in all languages, exceeding 0.990 in several cases, indicating that the model generated mainly relevant information in its predictions on CWE, especially in the Python subset, where it reached a precision of 1.000 (Table 6). This result highlights CodeLlama’s ability to accurately identify common weaknesses.

4.2. Results Obtained with CodeGemma

With the CodeGemma model, CVE results were consistently low and similar to CodeLlama. They were within 0.000 for most languages (Table 7). However, the CWE analysis showed that CodeGemma presented an intermediate performance, particularly excelling in the Ruby subset, with a precision of 0.170 and a recall of 0.227 (Table 8).


Table 7. Summary of CVE results for CodeGemma




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.000

	1.000

	0.000




	Subdataset Go

	0.000

	0.000

	0.000

	0.000

	1.000

	0.000




	Subdataset Java

	0.000

	0.000

	0.000

	0.000

	1.000

	0.000




	Subdataset Python

	0.000

	0.000

	0.000

	0.000

	1.000

	0.000




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.000

	1.000

	0.000









Table 8. Summary of CWE results for CodeGemma




	Summary for CWE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.070

	0.098

	0.040

	0.350

	0.000

	0.000




	Subdataset Go

	0.070

	0.135

	0.053

	0.510

	0.000

	0.000




	Subdataset Java

	0.070

	0.085

	0.039

	0.260

	0.000

	0.000




	Subdataset Python

	0.050

	0.227

	0.040

	0.830

	0.000

	0.000




	Subdataset Ruby

	0.170

	0.227

	0.097

	0.420

	0.000

	0.000








An interesting aspect was the REINP in Ruby, which reached 0.420, suggesting that although the model struggled to identify specific vulnerabilities, it provided valuable information in almost half of the responses. Furthermore, in the Python subset, the recall for CWE was relatively high (0.227), indicating that the model covered a substantial portion of the weaknesses (Table 8).

4.3. Results Obtained with DeepSeek Coder

The DeepSeek Coder model showed a behavior aligned with the other models regarding CVE, with precision equal to 0 across all languages (Table 9). However, in the CWE analysis, the model performed better in Python and Ruby. In particular, Ruby showed a REINP of 0.930, suggesting that most of the information generated was helpful in identifying weaknesses (Table 10). On the other hand, the false-negative rate across CWE was 0.000 in almost all languages. This indicates that the model rarely omitted a weakness when presented (Table 10). This indicates that the model can minimize critical omissions.


Table 9. Summary of CVE results for DeepSeek Coder




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.590

	0.410

	0.590




	Subdataset Go

	0.000

	0.000

	0.000

	0.740

	0.260

	0.740




	Subdataset Java

	0.000

	0.000

	0.000

	0.910

	0.070

	0.910




	Subdataset Python

	0.000

	0.000

	0.000

	0.950

	0.050

	0.950




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.940

	0.060

	0.940









Table 10. Summary of CWE results for DeepSeek Coder




	Summary for CWE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.010

	0.015

	0.005

	0.280

	0.000

	0.000




	Subdataset Go

	0.030

	0.152

	0.017

	0.880

	0.000

	0.000




	Subdataset Java

	0.080

	0.500

	0.069

	0.930

	0.000

	0.000




	Subdataset Python

	0.020

	0.235

	0.029

	0.910

	0.000

	0.000




	Subdataset Ruby

	0.020

	0.250

	0.019

	0.930

	0.000

	0.000








An interesting aspect was the REINP in Ruby, which reached 0.930, suggesting that although the model struggled to identify specific vulnerabilities, it provided valuable information in almost half of the responses. Furthermore, in the Python subset, the recall of CWE was relatively high (0.235), indicating that the model could cover a good portion of the weaknesses present (Table 10).

4.4. Results Obtained with Qwen3-Coder

The Qwen3-Coder model exhibited a behavior similar to the other models regarding CVE detection. As shown in Table 11, precision, recall and F1-score are 0.000 for most languages, with only a marginal non-zero performance in Go (precision = 0.037, recall = 0.010, F1 = 0.016). This indicates that, although the model occasionally attempts to predict a CVE identifier, it almost never matches the ground-truth CVE associated with the vulnerable snippet.


Table 11. Summary of CVE results for Qwen3-Coder




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.000

	1.000

	1.000




	Subdataset Go

	0.037

	0.010

	0.016

	0.037

	0.963

	0.986




	Subdataset Java

	0.000

	0.000

	0.000

	0.000

	1.000

	1.000




	Subdataset Python

	0.000

	0.000

	0.000

	0.000

	1.000

	1.000




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.000

	1.000

	1.000








The REINP values for CVE are also extremely low (0.000 in all cases except Go, where it reaches 0.037), while the REIN FN Rate is very close to 1.000 in all languages. This means that Qwen3-Coder either fails to provide any vulnerability-related CVE information or produces incorrect CVE identifiers in nearly all instances, limiting its usefulness for precise CVE-level vulnerability identification.

By contrast, the behavior in the CWE task is substantially better (Table 12). For C, Go, and Java, Qwen3-Coder achieves F1-scores between 0.322 and 0.358, while in Python and Ruby, the performance is clearly stronger, with F1-scores of 0.690 and 0.584, respectively. These results indicate that although the model struggles with exact CVE identification, it can capture and map code weaknesses to the CWE taxonomy with moderate to high effectiveness, especially in Python and Ruby.


Table 12. Summary of CWE results for Qwen3-Coder




	Summary for CWE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.322

	0.320

	0.322

	0.323

	0.677

	0.030




	Subdataset Go

	0.347

	0.330

	0.338

	0.347

	0.653

	0.132




	Subdataset Java

	0.405

	0.320

	0.358

	0.405

	0.595

	0.396




	Subdataset Python

	0.701

	0.680

	0.690

	0.701

	0.299

	0.042




	Subdataset Ruby

	0.635

	0.540

	0.584

	0.635

	0.365

	0.217








In terms of REIN metrics for CWE, Qwen3-Coder achieves high REINP values, particularly in Python (0.701) and Ruby (0.635), suggesting that a large proportion of the responses that mention weaknesses contain relevant information. Moreover, the REIN FN Rate is very low in C (0.030) and Python (0.042), which indicates that the model rarely omits useful CWE-related information when a vulnerability is present. This reinforces the conclusion that code-specialized models such as Qwen3-Coder are more suited to reasoning about generic weakness patterns than about specific vulnerabilities.

4.5. Results Obtained for General-Purpose Models

The general-purpose models Llama3, Gemma2, Mistral and Qwen3 showed mixed results. Regarding CVE, precision was low in all languages, with a value of 0.000 in most cases (Tables 13, 15, 17 and 19). However, in CWE (Tables 14, 16, 18 and 20), some models showed promising performance. Mistral, in particular, excelled in Ruby analysis, achieving a precision of 0.320 and a recall of 0.971 (Table 18). This result suggests that Mistral can identify weaknesses more effectively than specific vulnerabilities.


Table 13. Summary of CVE results for Llama 3




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.870

	0.130

	0.870




	Subdataset Go

	0.000

	0.000

	0.000

	0.950

	0.050

	0.950




	Subdataset Java

	0.000

	0.000

	0.000

	0.960

	0.040

	0.960




	Subdataset Python

	0.000

	0.000

	0.000

	0.870

	0.130

	0.870




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.950

	0.050

	0.950









Table 14. Summary of CWE results for Llama 3




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.050

	0.555

	0.055

	0.930

	0.000

	0.000




	Subdataset Go

	0.000

	0.000

	0.000

	0.970

	0.000

	0.000




	Subdataset Java

	0.100

	0.856

	0.087

	0.970

	0.000

	0.000




	Subdataset Python

	0.220

	0.910

	0.114

	0.960

	0.000

	0.000




	Subdataset Ruby

	0.230

	0.879

	0.179

	0.950

	0.000

	0.000









Table 15. Summary of CVE results for Gemma 2




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.000

	1.000

	0.000




	Subdataset Go

	0.000

	0.000

	0.000

	0.180

	0.811

	0.180




	Subdataset Java

	0.000

	0.000

	0.000

	0.180

	0.822

	0.180




	Subdataset Python

	0.000

	0.000

	0.000

	0.280

	0.710

	0.280




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.830

	0.180

	0.830









Table 16. Summary of CWE results for Gemma 2




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.070

	0.439

	0.060

	0.920

	0.000

	0.000




	Subdataset Go

	0.100

	0.769

	0.088

	0.960

	0.000

	0.000




	Subdataset Java

	0.180

	0.915

	0.147

	0.970

	0.000

	0.000




	Subdataset Python

	0.070

	0.657

	0.055

	0.960

	0.000

	0.000




	Subdataset Ruby

	0.480

	0.907

	0.328

	0.930

	0.000

	0.000









Table 17. Summary of CVE results for Mistral




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.580

	0.420

	0.580




	Subdataset Go

	0.000

	0.000

	0.000

	0.680

	0.320

	0.680




	Subdataset Java

	0.000

	0.000

	0.000

	0.650

	0.350

	0.650




	Subdataset Python

	0.000

	0.000

	0.000

	0.700

	0.300

	0.700




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.720

	0.280

	0.720









Table 18. Summary of CWE results for Mistral




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.140

	1.000

	0.130

	1.000

	0.000

	0.000




	Subdataset Go

	0.170

	1.000

	0.143

	1.000

	0.000

	0.000




	Subdataset Java

	0.130

	1.000

	0.113

	1.000

	0.000

	0.000




	Subdataset Python

	0.100

	1.000

	0.091

	1.000

	0.000

	0.000




	Subdataset Ruby

	0.320

	0.971

	0.236

	0.990

	0.000

	0.000









Table 19. Summary of CVE results for Qwen3




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.420

	0.580

	0.420




	Subdataset Go

	0.000

	0.000

	0.000

	0.210

	0.790

	0.210




	Subdataset Java

	0.000

	0.000

	0.000

	0.340

	0.660

	0.340




	Subdataset Python

	0.000

	0.000

	0.000

	0.470

	0.530

	0.470




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.190

	0.810

	0.190









Table 20. Summary of CWE results for Qwen3




	Summary for CVE

	Precision

	Recall

	F1 Score

	REINP

	REIN Rate

	REIN FN Rate






	Subdataset C

	0.000

	0.000

	0.000

	0.020

	0.980

	0.020




	Subdataset Go

	0.000

	0.000

	0.000

	0.120

	0.880

	0.120




	Subdataset Java

	0.000

	0.000

	0.000

	0.160

	0.840

	0.160




	Subdataset Python

	0.000

	0.000

	0.000

	0.050

	0.950

	0.050




	Subdataset Ruby

	0.000

	0.000

	0.000

	0.070

	0.930

	0.070








In addition, the Llama3 model performed well in detecting Python weaknesses, with a recall of 0.879 and a precision of 0.230, making it one of the best models for this language (Table 14).

5. Discussion

When comparing the different models, it is observed that specialized code-generation models (CodeLlama, CodeGemma, DeepSeek Coder and Qwen3-Coder) tend to be better at detecting CWE weaknesses than general-purpose models. Nonetheless, none of the evaluated models effectively identified specific vulnerabilities represented by CVE codes.

Although recent multi-model security audits (Dai et al., 2025) have benchmarked proprietary models such as GPT-4o, Claude-3 and Gemini-1.5, there is still a lack of systematic evaluation for open-weight LLMs that could be deployed locally. This work complements these studies by assessing models that are accessible for real-world integration in development workflows without relying on external APIs or commercial constraints.

This pattern, along with the analysis of previous studies (Tóth et al., 2024), suggests that the models are better suited to identifying generic patterns of weakness than to detecting specific vulnerabilities, which tend to require more context and specialized knowledge.

5.1. CVE vs. CWE Detection Performance

One of the most relevant findings is the limited ability of the models to detect CVE-based vulnerabilities, with all models showing zero precision in almost all languages tested (Tables 5, 7, 9, 11, 13, 15, 17 and 19). This indicates that while the models can identify more general weaknesses, they are not specifically trained to detect CVEs, which tend to require more technical context.

Future pipelines should combine LLM-based reasoning with static analyzers and symbolic execution tools to reduce hallucinations and improve reliability in security-oriented code tasks (Jaoua et al., 2025). This hybrid evaluation approach is increasingly regarded as necessary to achieve real-world applicability in vulnerability detection and repair.

This deficiency is mainly due to the complex nature of vulnerabilities, which may not be adequately represented or updated in the training data for these models. The variability and specificity of CVEs could explain why models cannot accurately identify patterns of vulnerabilities across different programming languages. This situation is aggravated by the fact that the datasets used to train the models are more focused on generic security weaknesses, which could lead to detection bias.

A closer inspection of individual responses revealed specific cases of false positives and false negatives. For instance, some models correctly detected an unsafe function call but incorrectly classified it as CWE-676 rather than CWE-120, indicating limited granularity in CWE-specific reasoning. Conversely, several false negatives occurred when the vulnerability depended on contextual information located in previous lines or external files, which current LLMs could not interpret during single-pass inference. These examples highlight the distinction between superficial code pattern recognition and actual security understanding.

In addition to the variability of CVE identifiers, it is important to note that CVEs typically require contextual information - such as dependency chains, execution flow, or historical patch references - that is not necessarily present in the code snippet itself. By contrast, CWE categories describe generic patterns that are more easily captured by statistical associations in the training data. This structural asymmetry explains why all models achieved 0.000 precision in CVE detection, despite showing non-zero performance in CWE. Future research should therefore incorporate multi-file context, repository-level history or symbolic analysis to overcome this limitation, as single-pass inference may be insufficient for CVE reasoning.

5.2. Comparison between Programming Languages

Another noteworthy observation is the models’ uneven performance across programming languages. While Python and Ruby achieve better results in CWE, C and Go perform worse (Tables 6, 8, 10, 12, 14, 16, 18, and 20). This variability reflects the importance of the input to the models’ performance, as noted in results’ interpretation. It is emphasized that the quantity and quality of the training data for each language directly influences the models’ ability to make accurate predictions.

Thus, the Mistral and CodeLlama models achieved higher precision and recall in languages such as Ruby, achieving 0.330 precision and 0.971 recall for CWE (Table 16). These results contrast with the near-zero values observed in languages such as Go and C. This pattern suggests that models perform better in languages with greater representation in the training datasets, highlighting the need for more balanced datasets in future research.

5.3. Quality of the Information Generated

One of the most prominent metrics in the evaluation is REINP, which measures the proportion of generated answers that contain relevant information relative to all generated answers. The high REINP values observed in several languages for CWE, such as 0.990 in Python for CodeLlama (Table 6), suggest that models tend to generate relevant information when asked to identify weaknesses rather than specific vulnerabilities.

Although the REINP is high, the REIN Rate also shows many incorrect or irrelevant responses, especially in CVE detection. This suggests that, although the models can provide valuable information, they still struggle to distinguish between relevant and irrelevant information in specific contexts, particularly in languages with limited representation in the datasets.

Moreover, this discrepancy between high REINP and near-zero precision reveals a potentially dangerous phenomenon in security-sensitive contexts: the models may appear confidently wrong, generating outputs that seem linguistically relevant but are technically incorrect. This behavior could lead developers to accept misleading or fabricated explanations as valid, especially when the output is well-articulated. Therefore, REINP should not be interpreted as an indicator of correctness, but rather as a measure of linguistic relevance. To mitigate this risk, relevance-based metrics must be complemented by precision-based evaluation, human oversight, and, ideally, hybrid pipelines that combine LLM reasoning with static or symbolic code analysis.

To better understand the discrepancy between REINP and accuracy-based metrics, Figures 1 and 2 compare recall and precision for CWE across models and programming languages. These visualizations illustrate that models may produce relevant but incorrect outputs — confirming that high REINP does not necessarily imply accurate classification.


[image: ]

Figure 1. CWE detection recall by model and language
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Figure 2. CWE detection precision, related to model and language heatmap


5.4. Statistical Significance of Model Comparisons

The paired t-tests confirmed that several differences between specialized and general-purpose models are statistically significant. In particular, CodeLlama-13B consistently outperforms Llama3-8B across all CWE metrics (p < 0.05), indicating that its advantage is not incidental but statistically significant. Similarly, CodeGemma-7B-IT shows significant differences in recall compared with Gemma2-9B, although precision differences were not statistically significant. Overall, these findings validate the hypothesis that code-specialized models achieve substantially better performance in CWE detection. The statistical tests are provided in Table 21.


Table 21. Paired T-test summary




	Model 1

	Model 2

	Metric

	t statistic

	p-value

	Significant (p < 0.05)

	Mean difference






	CodeLlama-13B-Instruct

	Llama3-8B-Instruct

	CWE Precision

	−4.887

	0.008

	Yes

	−0.040




	CodeLlama-13B-Instruct

	Llama3-8B-Instruct

	CWE Recall

	−4.554

	0.010

	Yes

	−0.270




	CodeLlama-13B-Instruct

	Llama3-8B-Instruct

	CWE F1

	−5.304

	0.006

	Yes

	−0.073




	CodeGemma-7B-IT

	Gemma2-9B-Instruct

	CWE Precision

	−2.664

	0.056

	No

	−0.039




	CodeGemma-7B-IT

	Gemma2-9B-Instruct

	CWE Recall

	−8.736

	0.001

	Yes

	−0.093








5.5. Limitations and Possible Improvements

The results show limitations in the large-scale language models evaluated, particularly their ability to identify specific and critical security vulnerabilities. While these models have proven effective in identifying common code weaknesses, their inability to accurately detect more complex vulnerabilities poses serious obstacles to their application in high-risk scenarios and security-critical systems.

One of the main limitations is the heavy reliance on training datasets. The lack of diversity and specificity in these data negatively affects the models’ ability to handle the variability and complexity of specific vulnerabilities, such as those represented by CVE codes. This bias prevents models from generalizing correctly in contexts where vulnerabilities are complex, variable, and dependent on specific contextual conditions.

As reported by Albanese et al. (2024), CVEfixes presents commit-level ambiguity and label noise that may distort the ground-truth mapping between vulnerable code and CVE tags. Although no noise-filtering strategy was applied in this study, the relevance-based metrics (REINP, REINR, and REINF1) partially mitigate this issue by assessing contextual clues in the generated output rather than relying solely on exact string matches. Future work will incorporate automated noise-reduction procedures (e.g., heuristic filters or static analyzers) to refine dataset consistency.

In addition, the prompt settings and the context provided in the inputs influence the precision of the generated responses. The lack of an optimized approach to prompt engineering can lead to models failing to correctly identify vulnerabilities or generating irrelevant responses. The results also show that models tend to generate CWE codes more frequently, which is helpful for identifying general software weaknesses. However, this focus on CWE may not be sufficient to detect critical vulnerabilities, suggesting that these models are better suited to general code optimization than to identifying specific security flaws.

While this current evaluation uses CVEfixes as a reference, future iterations will incorporate datasets such as DiverseVul and CVE2CWE, and integrate static analyzers (e.g., Semgrep, CodeQL) to enable hybrid assessment frameworks. This follows the emerging trend of combining symbolic analysis with LLM reasoning for security-oriented code generation and vulnerability repair.

The training datasets should be expanded to overcome these limitations, incorporating more examples of specific vulnerabilities and ensuring a broader representation of different programming languages and security scenarios. This would allow the models to learn more complex and applicable patterns in real security contexts. Furthermore, fine-tuning the models for specific security scenarios could improve their performance in identifying critical vulnerabilities. Also, optimizing prompts and incorporating more technical context into inputs could improve the models’ ability to identify and classify vulnerabilities more accurately. These improvements could boost the models’ performance, detect critical vulnerabilities, and make the generated code more secure.

A notable limitation of the current evaluation is that CWE correctness is assessed using an exact string match. This assumes a single ground-truth label per sample, whereas in practice several CWEs may plausibly describe the same weakness. For this reason, some model predictions classified as false may still contain relevant or partially valid CWE identifiers. This suggests that LLMs might possess approximate security reasoning that is not captured by the current metric.

On the other hand, given the obtained results, human supervision should be included, particularly in critical environments, to provide the contextual and specific analysis that models lack. In this way, artificial intelligence acts as an assistant, automating the preliminary detection of vulnerabilities and weaknesses in code while experts validate and adjust these detections, thereby improving both precision and recall.

6. Conclusions and Future Work

The results of this study highlight the capabilities and limitations of general-purpose and specialized language models in detecting security vulnerabilities in source code. In general, the models show limited effectiveness in identifying specific security vulnerabilities, while they exhibit more promising performance in detecting more generic weaknesses.

This behavior suggests that the models are better suited to recognizing broad security patterns, which is helpful for code optimization tasks but insufficient for addressing more complex and specific vulnerabilities.

The models’ inability to detect CVE vulnerabilities effectively, evidenced by the zero values in the precision and recall metrics, highlights an important area for improvement. This deficiency may stem from both insufficient training data and the inherent complexity of CVE vulnerabilities, which require a more detailed technical context than the models currently provide.

In contrast, results on CWE detection, with better performance in languages such as Python and Ruby, indicate that these models can identify patterns of common weaknesses in code, though their performance varies across languages.

Moreover, the critical importance of training data in model performance is highlighted. Languages better represented in the datasets, such as Python and Ruby, achieved higher precision and recall in CWE detection, while languages with lower representation, such as C and Go, underperformed. This underscores the need to expand and diversify the datasets, ensuring a more balanced representation of languages and types of vulnerabilities.

Despite limitations in detecting specific vulnerabilities, the models generated answers with more relevant information, as indicated by high REINP values in several languages and models. This suggests that although the models may fail to identify vulnerabilities accurately, they can provide helpful information in general security contexts. However, irrelevant or incorrect answers sometimes highlight the need to better distinguish relevant from irrelevant information.

The limitations observed in this study suggest several avenues for future research. Improving the training datasets, particularly by including more examples of specific vulnerabilities, such as CVEs, could increase the precision of the models in identifying these types of flaws. Also, optimizing prompt engineering could help models generate more accurate responses by providing more context and explicit input guidance. Additionally, further analysis of false positives and negatives could provide valuable information for fine-tuning training architectures and algorithms, thereby improving the models’ ability to avoid common errors. Moreover, incorporating secure-generation frameworks such as SecuCoGen (Wang et al., 2023) and multi-stage secure pipelines may provide deeper insights into how LLMs perform in realistic security auditing pipelines.

Future work may also explore model fine-tuning using curated CVE-labeled subsets of CVEfixes or similar repositories, as well as hybrid symbolic–LLM pipelines that leverage static analysis tools to provide structured context that enhances model reasoning. These approaches could help overcome the current limitations in CVE detection and offer a more robust path toward practical adoption in real security workflows.

Considering the above, while the evaluated models have proven valuable in detecting weaknesses, their inability to detect more specific vulnerabilities limits their application in critical security scenarios. Combining these models with human expert monitoring and integrating hybrid approaches that incorporate the expertise of cybersecurity professionals could offer a more robust approach to improving software security.
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