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            ABSTRACT

            
                Blockchain Technology (BCT) is one of many other emerging
                        technologies that were introduced in the past several years & carried
                        loads of potential utilizing technological development. This paper describes
                        in detail the progress made in Blockchain Technology. Keeping this in mind,
                        some fields have been determined in which their efficiency and modernization
                        can be promoted by using Blockchain Technology. It also describes the
                        problems and challenges faced in implementing Blockchain Technology.
                        Researchers are performing studies vigorously to discover all the possible
                        proficiencies of Blockchain Technology with some of them having faith in the
                        Blockchain being vital for a de-centralized civilization. This paper
                        provides an overview of Blockchain’s applications.
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            1. Introduction

            Blockchain Technology is one of many other emerging technologies that
                were introduced in the past several years & carried loads of potential
                utilizing technological development. The study is still going on for finding
                complete abilities of Blockchain Technology and implementing it to the full extent.
                Some of the researchers accept it as true that Blockchain Technology is vital for
                the creation of a decentralized civilization contrary to our present society which
                is fully centralized and is being run by only a few people (Kaushik et al., 2017). For instance, the whole
                economy is being run by the official government-approved banks
                and institutions where only a small number of people of the panel have the authority
                to make decisions including larger companies such as Google or Facebook, having
                billions of customers on average make us see what they want to (Kaushik et al., 2017).

            On the other hand, a decentralized society is where the authority of
                decisions is not limited to only a small number of people but all associates of that
                system have the power to decide. Cryptocurrency, such as Bitcoin can be quoted as
                the best example of a decentralized system that does not involve any middleman or
                any bank to fulfill the transactions. In this system, each party can surely see its
                transaction which is also being recorded in a digital ledger through Blockchain
                Technology making it easy to find the history of all of their transactions back to
                the primary source (Pilkington et
                        al., 2016).

            The fundamental structure is operated by three layers which are named
                the Network Layer, Application layer & the Data Link Layer as following (Figure 1). The first Application Layer has many of the
                applications which provide an interface to use Blockchain & its
                implementations such as digital agreements or cryptocurrencies. The data layers
                include and form blocks or nodes in Blockchain which have all the operations,
                algorithms such as Hash Pointer or digital signatures which make this technology
                de-centralized and clear. The last or the Network Layer uses internet protocol
                & peer-to-peer network which de-centralizes the whole system and makes way
                for the Blockchain in connecting and interacting with the users and with
                surroundings. The Blockchain reaches consensus in this layer which is the most
                significant job in this system. The survey paper will deliberate Blockchain
                Technology and also its applications to some extent (Pilkington et al., 2016).
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                Figure 1: Blockchain in a Layered Network

            
            2. Research Methodology

            The literature review of this paper has done such a process that it
                can be identified, analyzed, and derived results from research questions. Here are
                some of the techniques: Presenting researched questions, presenting learned
                materials, retrieving your desired data, sorting data obtained and clarifying the
                outcomes (Andrian et al.,
                2018).

            Research questions are targeted and some questions are shown in the
                table below.


            
                
                    
                        	ID

                        	Research Questions

                        	Motivation

                    

                
                
                    
                        	RQ-1

                        	What is the Blockchain Technology adopted
                                by current applications

                        	Identifying the Blockchain technology and
                                how to develop applications using blockchain technology

                    

                    
                        	RQ-2

                        	What are the applications implemented
                                using blockchain technology

                        	Identifying the verity of applications
                                using Blochian technology

                    

                
            


            In RQ-1 It will see how Blockchain Technology can be incorporated into
                current applications at the moment. Whether adding or not adding blockchain
                technology can make any difference.

            In RQ-2 It will see how blockchain technology is being used in
                different applications. And how can benefit more with his help?

            3. The Blockchain Technology

            3.1. Blockchain’s Definition

            These days, Blockchain Technology is considered to be cryptocurrency
                such as Bitcoin, etc. But the reality is that Blockchain Technology is not
                implemented only in financial schemes because its definition says that it is a
                de-centralized (Figure 2) digital logbook which is mainly
                referred to keep the records of most significant things whether it is finance or any
                other operations.
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                Figure 2: Blockchain Defined as distributed
                    Technology

            
            These digital ledgers provide a safer user experience because they do
                not get corrupted & no one can steal or intervene in them but our business
                layout can be changed and developed with the help of this technology.


            3.2. Formation of The Blockchain Technology (BCT)

            Blockchain Technology is best described as a series of many blocks or
                nodes linked together which keep a record of all the transactions being made through
                this system. If there is a need to modify some of the transactions or make a new
                one, this will be verifying it at first which is done by a rearrangement in nodes
                and use many different methods for this purpose. The Blockchain, making the
                transaction forgery-resistant, never modifies or add any of the information without
                reaching the consensus (Hatcher et al., 2018).

            4. Scope of Blockchain Technology (BCT)

            Much study is being conducted on Blockchain Technology to discover
                more ways it can be implemented or used for society’s benefits since the
                appearance of this. Its implementations are yet to be explored more but some of
                those are going to be debated here.

            4.1. Implementation in Finance

            Finance is the section where the Blockchain is being used mostly and
                largely and it starts with the emergence of Bitcoin which uses the Blockchain
                Technology to make the transactions direct and digital, eliminates the middlemen
                & keeps a record of all the transactions in a digital ledger which is further
                used to trace any of the transactions (Tasatanattakool and Techapanupreeda, 2018). Blockchain Technology and
                Bitcoin cultivated many other cryptocurrencies in the whole world that’s why
                the world trade in hundreds of cryptocurrencies these days (Aste et al., 2017).

            Bitcoin (BTC). Bitcoin, achieved popularity and public interest
                being the ever first cryptocurrency to use the BCT. It also proved the security of
                the technology which makes it the world’s most used cryptocurrency. But it
                comes with a disadvantage that its algorithm is proof-of-work which consumes much
                power when it adds a new block to the blockchain.

            Ether (ETH). This cryptocurrency is reinforced by its own
                Ethereum Blockchain. It is the world’s most used platform for Smart Contracts
                because it was the first-ever blockchain that initiated smart contracts. This
                cryptocurrency becomes more valuable because its blockchain technology possibly
                develops dApps to nourish the ecosystem of Ether. For the deployment of the dApps
                which are proficient in handling micropayments it comes with high rates which is
                also a problem for it (Valdeolmillos
                        et al., 2019).

            Ripple (XRP). Ripple is supported by the Ripple blockchain and
                this currency is capable of handling 1,500 transactions within a second and it is
                also scalable and may be use a substitute option of payments. It uses Ripple
                Consensus Algorithm RPCA. The problem with this currency is that its blockchain is
                comparatively centralized than the others but the developers designed the Ripple
                mainly to help the banks which perform transactions internationally so this is not
                an actual problem (Valdeolmillos et al.,
                2019).

            EOS. The blockchain of this cryptocurrency is of 3rd
                generation which is costless, scalable, and also has the capability of deploying
                dApps in this. The consensus algorithm of the EOS is Delegated Proof-of-stake PoS.
                The delegated proof-of-stake is a substitute of PoS which makes the blocks of
                networks poll for the representative according to the stakes.

            Tether (USDT) has alternative
                currency such as the dollar in the digital environment. Because it is a non-volatile
                currency, that’s why it is considered a so-called stable currency. If the
                USDT organization and the dollar have to mutual trade then the
                company of tether (USDT) must have deposits of this worth or even more worth of
                dollars then they can be able to make mutual transactions. Tether works based on
                blockchain technology based on the protocols of the Omni layer. Because these
                protocols are used in blockchain technology, their functions are greatly increased.
                One of the advantages of this is without changing the baseline of blockchain
                technology we can expand the scope of Tether (Valdeolmillos
                        et al., 2019).

            
                
                    
                        	Cryptocurreney

                        	Consensus algorithm

                        	Scalability

                        	Smart Contracts

                        	Transaction count

                        	Active addresses

                    

                    
                        	Bit coin

                        	PoW

                        	No, ~7 TPS

                        	Non-Turing-Complete

                        	307.917 K

                        	636.805 K

                    

                    
                        	ETH

                        	PoW

                        	No, ~7 TPS

                        	Turing-Complete

                        	568.564 K

                        	242.449 K

                    

                    
                        	XRP

                        	RPCA

                        	~1500 TPS

                        	Not yet

                        	455.801 K

                        	5.986 K

                    

                    
                        	EOS

                        	dPoS

                        	Yes, - 10 k TPS

                        	T uring-Complete

                        	6.33593 M

                        	91.347 K

                    

                    
                        	Tether

                        	Omni Layer protocol over Bitcoin

                        	Yes, off-chain scalability

                        	Not yet

                        	20.244 K

                        	10.819 K

                    

                

                Figure 3: Comparison of cryptocurrencies

            
            If you look at the figure 3 (Valdeolmillos et al., 2019), we will find that
                the market capitalization ranking of any currency depends on its current running
                leaves. But XPR is not included in this category because it has to be used by big
                organizations such as banks, rather than any individual user. The currencies which
                are based on PoW compatible algorithm are the same currencies that are more used in
                the market.

            4.2. Smart Contracts

            As shown from the title the middlemen and lawyers could easily be
                expelled out by Blockchain having smart contracts which all parties involving in the
                system can avail & once it reaches consensus, any changes can be made. These
                contracts will be supportive to the businesses and private dealings also (Kaushik et al., 2017).

            The studies were done in the past several years regarding the Smart
                Contracts emphases on the amalgamation of these with the other technologies for
                example with E-commerce and smart power microgrids as an author, for a decentralized
                trading system of power built on the Blockchain Technology, applied a PoC (Proof of
                concept) 528.Y Mazquita et al.

            In which, both of the parties make their deals, set the price of
                energy, and securely complete their transaction. As additional securities, the
                author used encrypted messages and multi-signature. This system provides perfect
                decentralized trading systems for the trade of Smart Grid Energy and gives
                additional securities than a centralized system. Many of the countries are using BCT
                for their benefits such as Colombia uses the BCT to make transactions in their land
                rights processes by recording their transactions in the
                blockchainbased on Ethereum. Ukraine, Georgia & Ghana, too, follow Colombia
                and Sweden in this regard. Unique identifiers are given to all the real estate
                properties stored in blockchain which afterward are accessible for the public and
                can be searched simply to find the owner of any of the assets (Mezquita et al., 2019).

            4.3. Internet of things (IoT) with Blockchain

            These days, the internet covers up a large portion of every
                person’s life which is occasionally beyond our imaginations to understand how
                everything is connected. Many of the daily life devices such as smartphones and
                cameras even some of the “dumb items” for example smart toasters and
                fitness collars for dogs are linked with the web being a component of the Internet
                of Things (Gupta et al.,
                2018).

            The term “Internet of Things (IoT)” is referred to a
                network of resources or devices as well as some sensors that are linked through the
                internet and share the necessary information among them just to provide us an easier
                lifestyle. Linked devices & other gadgets in factories provide the capability
                for a fourth industrial revolution and it is predicted that more than half of new
                ventures will be running on the Internet of things (IoT) by 2021. The Internet of
                Things has undoubtfully made the surroundings smart and easier as well as they
                exposed us to vulnerabilities (Figure 4).

            
                
                    
                        	Challenge

                        	Explanation

                        	Potential blockchain solution

                    

                    
                        	Costs and capacity constraints

                        	It is a challenge to handle exponential growth in IoT devices: by
                                2020, a network capacity at least 1,000 times the level of 2016 will
                                be needed.

                        	No need for a centralized entity: devices can communicate securely,
                                exchange value with each other, and execute actions automatically
                                through smart contracts.

                    

                    
                        	Deficient architecture

                        	Each block of IoT architecture acts as a bottleneck or point of
                                failure and disrupts the entire network; vulnerability to
                                distributed denial-of-service attacks, hacking, data theft, and
                                remote hijacking also exists.

                        	Secure messaging between devices: the validity of a device's
                                identity is verified, and transactions are signed and verified
                                cryptographically to ensure that only a message's originator could
                                have sent it.

                    

                    
                        	Cloud server downtime and unavailability of services

                        	Cloud servers are sometimes down due to cyberattacks, software
                                bugs, power, cooling, or other problems.

                        	No single point of failure: records are on many computers and
                                devices that hold identical information.

                    

                    
                        	Susceptibility to
                                manipulation

                        	Information is likely to
                                be manipulated and put to inappropriate uses.

                        	Decentralized access and
                                immutability: malicious actions can be detected and
                                prevented.
Devices are interlocked: if one device's blockchain
                                updates are breached, the system rejects it.

                    

                

                Figure 4: The list of problems often met by the IoT
                        & that Blockchain can solve.

            
            For example, living in a smart house having
                everything linked to each other through the internet and being tracked by each of
                the devices to get help would not be secure. Blockchain Technology provides a
                foolproof and decentralized industrial system associated with IoT.


            4.4. The Developing States and the Blockchain

            With the use of Blockchain in developing countries, the chances of
                corruption could be reduced or even eradicated because the transactions made through
                this technology are clear to people and having a record making it difficult to be
                modified that can be traced at any time. This type of clarity in transactions could
                secure the rights of the public and make the entire system reliable (Nir et
                    al., 2018).

            4.5. The Communication

            The blockchain provides foolproof and high-value security that cannot
                be influenced or corrupted which have a great part in getting our communication
                network more secure and helps secure sensitive information being broadcasted by
                intelligence agencies or armies besides our daily conversations.

            4.6. Blockchain in Medical

            The Healthcare industries are very much attracted by Blockchain
                Technology as it is a sensitive field that requires reliability and efficiency (Kaushik et al., 2017). There is a dire need of
                tracking and storing the medical data obtained from patients and predicting
                medicines or possibilities of curing some disease based on that data where a small
                mistake can make the results lethal. With the help of Blockchain, the data can
                easily be available to use without getting it mixed.

            4.7. The Blockchain and the Artificial Intelligence (AI)

            Artificial Intelligence (AI) has become a hyped market with vendors,
                media, and clients all discussing eagerly the competencies of AI. Similarly, the
                Blockchain is also said to be capable of doing things digitally.

            This is not only hype but they both have paved the way for innovations
                these days. Their convergence is unavoidable because they both contract with value
                and data and it can improve Machine Learning and enable the artificial intelligence
                to create and trade financial products as the blockchain has strong suggestions for
                financial transactions & sharing important data between institutions whereas
                AI involves computers to do many things where human intelligence is needed by
                analyzing, classifying and making predictions from the given data (Dinh et al., 2018).

            The data is central to Artificial Intelligence efficiency and the
                Blockchain offers combined & secured sharing of data (Figure 5). The Blockchain could guarantee the reliability of data &
                can allow more data to get shared safely before Artificial Intelligence extracts
                results from it because its data is publicly available and include all record which
                makes Artificial Intelligence fewer threatening (Dinh et
                        al., 2018).
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                Figure 5: Artificial Intelligence with
                        Blockchain

            
            In return, Artificial Intelligence helps the process being done by the
                Blockchain by automating and optimizing it for a great presentation. The AI can also
                help in secure the secrecy of users as the data in Blockchain is publicly
                available.


            5. Fears Regarding Blockchain

            Even though Blockchain Technology is offering lots of things to the
                users and can bring more valuable innovations to the world’s multiple
                systems, it has also got some problems or fears to be overcome. The said technology
                is a new one in the market with more and more discoveries appearing as the research
                goes with it. Some of the main doubts regarding the Blockchain areas under (Kaushik et al., 2017).

            6. Conclusion

            This survey paper tells us that what is
                Blockchain Technology & how helps implement & integrate with the other
                technologies in strengthening multiple segments. There is a need for loads of
                studies for exploring the entire capability of this technology & possible
                implementations regarding the Blockchain. There is a dire need to further explore
                this technology right now because there are many things that need to be clear as
                described in (Figure 6). Because as modern as this
                technology, its misuse can leave a huge impact on people to make this technology
                popular, its effective use is very important. If this technology is not made clearer
                on this occasion, people will not be able to recognize its utility properly due to
                which it can be controversial only when a new technology starts. To the new
                researching people, I would only suggest that they do more research on their
                procedures.

            
                
                    
                        	Concerns

                        	Expectations

                    

                    
                        	Security

                        	Maioritv
                                        Attack: Maioritv attacks can be performed when
                                controlling more than 50% of Miners in the blockchain. In this case,
                                the entire process of writing blocks to the chain can be hijacked,
                                and potentially erroneous blocks can be introduced.

                            Selfish Mining:
                                In selfish mining, the attackers put mined blocks in a private
                                branch instead of broadcasting them. The private branch is then
                                revealed to the public only when it is longer than the public chain,
                                increasing the mining rewards to the attacker to the detriment of
                                the miners from the original public chain.

                    

                    
                        	Anonymity and Privacy

                        	Blockchain allows its users to make
                                transactions anonymously, Nonetheless, because the transactions are
                                public, they may still the traceable clues that can reveal the
                                identity and private information of the user.

                    

                    
                        	Abuse of
                                    Blockchain

                        	The Use of cryptographically secure
                                systems provide security for both benign and criminal users
                                alike

                    

                

                Figure 6: Fears regarding Blockchain
                        Technology
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