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KEYWORD ABSTRACT

Online Product Online reviews about the purchase of a product or services provided have become the
Reviews; Spam main source of user opinions. To gain profit or fame usually spam reviews are written
Reviews; Spam to promote or demote some target products or services. This practice is known as re-
Review Detection;  view spamming. In the last few years, different methods have been suggested to solve
Opinion Spam; the problem of review spamming but there is still a need to introduce new spam review
Customer detection method to improve accuracy results. In this work, researchers have studied
Reviews; six different spammer behavioral features and analyzed the proposed spam review
Spammer detection method using weight method. An experimental evaluation was conducted on
Behavioral a benchmark dataset and achieved 84.5% accuracy.

features

1. Introduction

Customer reviews have become the main source to collect different opinions about products and services. These
affect the daily life decisions and professional activities: e.g., which restaurant is good, which car to purchase,
which product to buy and which doctor to consult. Spam reviews may directly interpret financial advantages
and losses for a company (Hussain et al., 2019; Bajaj et al., 2017). Large number of favourable reviews about
product and services may attract more customers whereas negative reviews are often a reason of decline in the
sale. This, unfortunately, gives a strong incentive for opinion spamming which refers to illegal human activities
(e.g., writing spam reviews and giving false ratings). Opinion spamming gives a wrong impression to customers
by promoting/demoting certain entities (e.g., products and businesses) (Biradar et al., 2017).

Most customers purchase products, which contain spam opinion and they could be disappointed after pur-
chasing such products. Therefore, it is very important to identify and highlight the spam reviews. Now a days,
spam review detection is a very challenging task and many researchers are working on it (Mukherjee ef al.,
2013). Opinion sharing sites are starting to gain competitive advantages for business. However, the main draw-
back of opinion through opinion sharing sites is that anyone from anywhere in the world can post reviews about
the product/service without any limits. A businessman can hire spammers to promote the product or support
their sale (Fusilier et al., 2015).

Since review spam can financially affect businesses and cause a sense of mistrust in public, therefore, this
problem has recently attracted the consideration of media and governments. In the same context, media news
from the New York Times and BBC have reported that “Nowadays spam reviews are becoming very common
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on the web sites and recently a photography company was subjected to hundreds of consumer fake reviews”
(Ong et al., 2014). Hence, detecting spam reviews and opinions are emerging as an important research area.

Commercial review hosting sites e.g. Yelp' and Amazon? have already put through some progress in detect-
ing spam reviews (Dematis et al., 2018). In 2008, the first research about opinion spamming was introduced
by Jindal et.al. (Jindal et al., 2008). Following this research, developments to find spam reviews have made
significant progress and several different dimensions have been explored, such as detecting individual spammer
(Liu et al., 2012) and group spammers (Zhouet al., 2018).

Review spam can be related to email and web spam, but it requires different techniques for its identification.
The Web spam is used to attract people by manipulating the content of the page so that the web page will be
ranked high by the search engine. Email spam is mainly used for ads. Spam reviews, on the other hand, are very
different as they give the wrong opinion about the product/service and it is very difficult to detect spam reviews
manually. Therefore, existing web spam or email spam techniques (Chakraborty et al., 2016) are not suitable
for spam review detection.

Spam review detection is a challenging task as no one knows exactly the amount of spam in existence. Spam
review looks like a normal review until one applies different spammer behavioral features and linguistic fea-
tures to identify the spammer and spam reviews respectively. Therefore, there is still a need to employ different
spam review detection techniques to accurately filter out spam or not spam reviews. This research makes the
following main contributions:

1. Introduced new spammer behavioral features such as the maximum number of reviews, activity window,
review count and the ratio of the first review that has improved the accuracy of the proposed spam review
detection method.

2. Analysed the proposed spam review detection method using the weight method to identify spam reviews.

The remainder of the paper is organized as follows: In Section 2, we briefly cover the state-of-the-art tech-
niques related to spam review identification domain. Section 3 describes about the review dataset. Section 4 de-
scribes the proposed methodology for spotting spam reviews. In Section 5, an experimental study is conducted
to demonstrate the effectiveness of the proposed method. Finally, Section 6 concludes the work.

2. Related Works

To tackle the problem of spam reviews, a variety of different spam review detection methods have been ex-
plored. This study reviews the literature from spam review detection using spammer behavioural features anal-
ysis method (unsupervised learning). This research also aims to determine the contribution by relating this latest
work with prior studies.

A study (Mukherjee et al., 2013) developed a spam review detection method using the clustering technique
by modelling spamicity of the author that separates spammer and not spammer clusters. Similarly, Heydari et
al. (Heydari et al., 2016) have proposed a model dependent upon features such as time series on Amazon re-
al-world dataset.

In another existing study (Kc et al., 2016), authors offered a text mining model by using an unsupervised ap-
proach and features rely upon time integration among multiple time durations. In addition, this model integrates
with the semantic language model for spotting spam reviews and used the Yelp dataset®.

Another related study (Li ef al., 2017) have suggested that the author’s spamicity unsupervised model is
based on features such as review posting rate and temporal pattern. This proposed model produced two clusters:
spammers and truthful user and dataset were crawled from Chinese website Dianping* to train the proposed

www.yelp.com
WWww.amazon.com
www.yelp.com/dataset
www.dianping.com
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model. In another study (Dematis ef al., 2018), authors have observed a network model for spam review detec-
tion. In their work, the correlation among users and products is captured and the algorithm is used to recognize
the spam reviews.

The study (Kaghazgaran et al., 2017) identified some spammer behavioral features; like the length of the
reviews, rating distribution, and the reviews burstiness and highlighted that these features can reveal the spam-
mers and spam review. It may also yield clues as to which reviewers are fraudulent. In another study (Viviani et
al., 2017), the authors focused on the aggregation process with the aim of finding a veracity score with respect
to each single veracity feature. They evaluate their method of Yelp dataset by using aggregation schemes.

Another related study (Wang et al., 2018) introduced an LDA-based group spamming detection approach
based on the mature LDA model and SCAN algorithm. They adapted the LDA algorithm for review spammer
detection by boosting the count of suspicious reviewers according to review time burstiness and the rating
score. The method only uses review time and rating score data. It did not consider review text.

In another study (Kaghazgaran et al., 2018), the authors proposed a neighbourhood-based approach to detect
spam groups. They monitor tasks on sites like Rapid Workers5 to uncover fraudulent reviewers on sites like
Amazon. They proposed Twofaced framework for identifying online spam groups. The main purpose of their
research was to: (i) find the locality of suspiciousness within the graph through a random walk to find suspicious
users who tend to make cluster, and (ii) exploit the structure of the graph around suspicious users to uncover
campaign network structures for identifying fraudulent reviewers who are distant in the graph.

Based on the gaps identified in the reviewed literature, the current study proposed a spam review detection
model using spammer behaviour analysis. It introduces a number of spammer behavioral features such as a
maximum number of reviews, activity window, review count, the ratio of the first review to identify spammers.
The proposed model is based on weight method which identify the spam reviews.

3. Dataset

The study utilized car reviews dataset® (Ganesan et al., 2012) collected from Edmunds’. The dataset contains
42,288 reviews about cars for the model-year 2007, 2008, and 2009. There are about 140-250 cars for each
model year. The extracted fields include author names, dates, favourites, the full textual reviews and rating used
as relevance judgments. The complete summary about dataset is presented in Table 1.

The real world collected dataset was noisy and contained null values attribute, so the dataset was pre-pro-
cessed to improve the accuracy of the proposed system and after prepossessing 35,290 reviews were used to
analyze the proposed method.

Table 1: Statistics about car reviews dataset

Year Reviews
2007 18,903
2008 15,438
2009 7,947
Total 42,288

5  www.mturk.com
6 kavita-ganesan.com/entity-ranking-data
7 www.edmunds.com
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4. Spammer Behavioral Features

This section explains the proposed spammer behavioral features and the normalized value (0-1) of each spam-
mer behavioral feature is calculated. Moreover, these normalized values are used as input for proposed spam
review detection method. Since a spammer may be identified by behavioral features. So, there is no need for the
labelled dataset (Hazim et al., 2018). Notations used in this section are listed in Table 2.

Table 2: List of notions

Variables Description

a Author ‘@’

r Review ‘1’

T, Review ‘r’ by the author ‘a’

R, Set of all reviews of an author ‘a’

t Time of current review ‘r’

Ly, F, Time of the last review of the author ‘a’, Time to the
first review of the author ‘a’

*(1) Rating of review ‘1’

MaxRev(a) Maximum number of reviews by the author ‘a’

i. Author Content Similarity (CS)-F1:

It is a time-consuming activity for the spammer to write a new spam review. Spammers often post those reviews
which are identical or near to identical of their previous reviews. Thus, researchers can calculate the author’s
review content similarity to identified similar reviews by using the subsequent equation.

y

F,(a) = max [cosine(r; 1) |where 1,1, € Ry, x <y €Y
X

In Eq. (1), r; the notion is used to represent the current review. The total number of reviews written by that
author is represented by y. In this study, researchers used a cosine similarity function to calculate the similarity
of each author review with the previous reviews.

ii. Maximum Number of Reviews (MNR)-F2:

It is a common activity of the spammer that posts too many reviews in a single day. Therefore, it is assumed as
the irregular behaviour of the reviewer. Eq. (2), is used to calculate the ratio of the total number of reviews by
an author a by the maximum number of reviews posted by that author in previous days.

MaxRev (a)

F(a) = ma x(MaxRev(a))

()

iii. Activity Window (AW)-F3:

It has been observed by the literature review that spammers are not regular user/member of the system (Zhou
et al., 2017). Moreover, genuine reviewers regularly post reviews about products or services. Therefore, it is an
important spammer behavioral features to identify the irregular users of the system. Eq. (3) is used to calculate
the difference between timestamps of first and last review of an author to find out a number of active days a
reviewer remains on the system. (Threshold, X = (0,45]).
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1,L,—F, <X
0, otherwise

Fy(@ = ®)

iv. Review Count (RC)-F4:

As discussed above, spammers are not long-term members of the system. Therefore, the spammer is more likely
to have a lesser number of reviews than that of the genuine reviewer. The dataset was examined to find out the
number of reviews a spammer usually writes. Therefore, threshold value X=5 is used to identify spammers or
genuine reviewers. The Eq. (4) is used to calculate the value of the review count.

1, |Ry < X
0, otherwise

F(@) = { @

v. Ratio of First Review (FR)-F5:

Early reviews about the product/service increase the impact of sale and people also rely on early reviews. There-
fore, spammer tries to post reviews as early as possible to control the opinion about product/service. Eq. (5) is
used to calculate the ratio of the first review of an author by a total number of reviews of that author.

[Rql . . X
2{r., € R,} N (r.isafirstrevie
R e - ®)
a

vi. Rating Deviation (RD)-F6:

The spammer is usually giving wrong projection about the product/service either in a positive sense or negative
sense. It was observed by the literature review that spammer rating mostly deviates from the average rating of
the reviewer. The Eq. (6) and Eq. (7) are used to calculate the normalized value of rating deviation.

IRl

MEANr=%|(rx)l (6)
* (r,) — MEAN,

Fy(r) = 2 ) - d %

4.1. Spam Review Detection using Weight Method

Based on six different spammer behavioral features suggested in Section 4, the weight method is used to find the
spam reviews. Considering the review dataset, each review is assigned a label from the set L= {L_ . Spam}.
L, .. 18 used for normal reviews and Lom is used for spam reviews. The proposed threshold-based spam review

detection method uses the calculated normalized values of spammer behavioral features from F1-F6 (Section
4). The following Eq. (8) is used to calculate the spam score of each review:

(a1F1+azFr+agF3+asFa+asFs+agFe)

Spam Score = ®)

6
Yk=1%%

Experiments are performed to investigate the contribution of each spammer behavioral features and how to
adjust the weight (Asadi et al., 2015; Pudaruth et al., 2018) of each behavioral feature is also described in sec-
tion 5. Moreover, spam review is highlighted with a predetermined threshold, such as T = 0.5, 0.55 and 0.6 and
Eq. (9) is used to label each review from {L | Lspam} where i is the review number. The proposed framework
is presented in Figure 1.
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Figure 1: A proposed framework for spam review detection using weight method.

Algorithm 1: Spam review detection using weight method

1. Input: review r;
Qutput: Spam or Not-Spam

2. for each review rjin review dataset do

3. // behavior features (F1, F2, F3, Fa, Fs, F¢)
4. for each behavior feature Fi calculate normalize value do
5. calculate normalize value of Fi

6. end for

7. for each behavior feature Fi do

8. assign weight

9. end for

10. if Spam Score > Threshold then

11. label rj €4—Spam

12. else

13. label r; <4— Not-Spam

14. end if

15. end for

Figure 2: Algorithm of proposed spam review detection model using weight method.

5. Experimental Evaluation

In this study, spam review detection method using spammer behavioral features has two phases: (1) Calculate
the normalized value (0-1) of each spammer behavioral feature. Based on these normalized values, calculate the
spam score using the weight method. (2) Evaluate the performance of a proposed spam review detection using
weight method by using different threshold values such as 0.5, 0.55 and 0.6. The performance of the proposed
spam review detection method is evaluated by precision, recall, f-measure and accuracy. Moreover, Support
Vector Machine classifier used for training and testing the proposed model. Spam review detection using the
weight method uses two different sets of parameters: The feature weight and the threshold value. Table 3 shows
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the efficiency of the threshold-based method with the combinations of different threshold values and different
weight combination of behavioral features. For example, the “211222” means the weight of F1, F4, F5 and F6
are 2 and other features F2 and F3 are 1. Table 3 shows that we get the maximum accuracy value when the
threshold value is 7 =0.60 and the feature weight setting is “122221”.

The value of threshold 7 can be adjusted to achieve the desired efficiency for different applications, if we
want to filter maximum spam reviews as possible e.g. for a critical product such as medicine or other health-re-
lated services then we should use the value of threshold to be relatively greater. If we are not stricter about spam
reviews for any product/services such as movies, leisure or other such products then we may set small threshold
values. Table 3 clearly shows that if the threshold value 7 is maximum than accuracy will be higher.

Table 3: The effectiveness of the threshold-based detection method

Threshold Feature Option precision recall; F— measure Accuracy

T=0.50 111111 0.752 0.731 0.745 0.732
211112 0.749 0.749 0.752 0.741
121111 0.759 0.739 0.759 0.750
122111 0.769 0.756 0.765 0.762
122211 0.764 0.760 0.769 0.768
122221 0.779 0.775 0.770 0.771
T=0.55 111111 0.753 0.749 0.753 0.748
211112 0.761 0.751 0.763 0.758
121111 0.762 0.760 0.762 0.759
122111 0.775 0.765 0.769 0.762
122211 0.781 0.776 0.779 0.775
122221 0.791 0.781 0.792 0.788
7=0.60 111111 0.778 0.752 0.769 0.761
211112 0.794 0.771 0.784 0.774
121111 0.801 0.799 0.798 0.794
122111 0.825 0.814 0.821 0.812
122211 0.837 0.824 0.834 0.821
122221 0.840 0.831 0.834 0.845

Figure 3 shows that out of total 35,290 car reviews, 7 =0.50 detected only 4,211 spam reviews, t =0.55
detected 6,356 spam reviews and after applying 7 =0.60 detected 9,231 spam reviews. This shows that a larger
value of the threshold can detect a maximum number of spam reviews.
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Figure 3: Comparison of different threshold values.

5.1. Reviewers Behaviour Analysis

This section studies the behaviors of reviewers in detail. For the purpose of this study, spammers and non-spam-
mers have already been identified in the dataset using the above-explained model. The reviewer’s profile is
studied under the following dimensions using the Cumulative Distribution Function (CDF).

i. Content Similarity (CS)-F1:

Figure 4(a) shows that almost 50% of spammers have a similarity index between 0.1 to 1. However, the rest
50% have exactly 1 similarity index of their reviews which means that almost half of the spammers copy their
previously written reviews instead of writing a new review. It can also be observed that non-spammers also
write similar reviews, almost 60-70% of non-spammers have little similarity index of 0.5 approximately.

ii. Maximum Number of Reviews (MNR)-F2:

Writing too many reviews in a single day is not considered as normal behaviour. CDF in Figure 4(b) shows that
only 5-8% of spammers have a lesser ratio of posting reviews in a single day. However, the rest of the spam-
mers show that they tend to write more and more reviews in a day. For non-spammers, they have a moderate
reviewing rate. Approximately 60% never wrote more than a single review per day and the ratio of their posted
reviews increases gradually with time.

iii. Activity Window (AW)-F3:
Figure 4(c) shows the total number of active days of a reviewer. 80% of spammers showed a short activity of

around 3 months on the system. On the other hand, almost 50% of non-spammers have shown activity on the
system for more than 12 months and the rest 50% have an activity for less than 12 months.

iv. Review Count (RC)-F4:

Because of short activity, spammers also have a lesser number of total reviews ever posted by them on any
website. Figure 4(d) shows that approximately 75% of spammers are bounded by not more than 25 reviews
throughout the activity. On the other hand, approximately 60% of non-spammers have less than 10 reviews,
whereas the rest 40% have more than 10 reviews up to a total of maximum of 240 reviews as per our dataset.

v. The ratio of First Review (FR)-F5:

Spammers usually prefer to review early on products to have a greater influence on other buyers. Figure 4(¢)
shows that around 55% of spammers have a high ratio of writing the first review on any specific product. For
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non-spammers, 65% have never written any first review on products and rest 35% have shown moderate be-
haviour in writing first reviews.

vi. Rating Deviation (RD)-F6:

It can be observed from Figure 4(f) that spammers deviate their ratings more rapidly than that of non-spammers.
Around 40% of spammers are bound by rating deviation of 1 and rest 60% have more than 1 rating deviation.
For non-spammers, their behaviour is quite the same, but their graph is less steep.
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Figure 4: CDF of Reviewers (Spammer and Non-Spammer) Behavioural Features.

6. Conclusion

Online reviews play an important role in many e-commerce applications because these applications depend
upon user opinions and their experiences. Some spammers apply opinion spam to deceive others. So, research
on spam review detection has been quite in the focus for last few years. In this work, researchers used six dif-
ferent spammer behavioral features for spotting the spam reviews. Next, researchers studied the weight-based
method to find spam reviews. The experimental results show that the four new introduced features play an
important role in spam review detection. The results of experiments show that the weight-based method can
detect spam reviews effectively because different threshold values are used to identify the spam reviews. Future
research should also focus on the availability of standard labelled datasets for the researcher to train the classifi-
er, and more attributes should be added to the dataset to improve the accuracy and reliability of the spam review
detection models, such as IP address of the spammer and location where the reviewer has been signed in to write
the review. Furthermore, there is a need for in-depth research on the detection of spam in multilingual reviews.
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